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Dear Sunithi Kuruppu,
 
The Office of the Washington State Auditor has completed our response to your
public records request sent in via email, as follows:
 

I am submitting this Freedom of Information Access (FOIA) request to
access a vendor's task orders related to the contract associated with the
Request for Quotations and Qualifications (RFQQ) that the Washington
State Auditor's Office issued in 2021 for Security Assessment Services
(#K646-RFQQ-2011). Would it be possible to access Emagined Security's
task orders associated with their existing Security Assessment Services
contract with WA SAO?

 Please let me know if you have any questions or need additional
information.

 Thank you in advance for your assistance with this request.

 
We have attached all the responsive records found to fulfill your request with us. 
Please let us know if you have any questions, concerns or issues regarding this
request. We will now consider this closed.
 
Sincerely,
 
 
 

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov

 
 

mailto:leiderm@sao.wa.gov
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
10 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 02/15/2022 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting an internal and external security assessment for Cyber 8 Agency 2. 



Statement of Work 
TASK 1: Testing and reporting of Agency 2 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 2. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and configuration review services as follows (Service 
Details are in the Rules of Engagement):   



 Internal and External Application Penetration Test (apps in Scope section only of ROE) 
 Internal and External Network Testing 
 Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the agency rules of engagement document for internal testing. Based on the scope in the 
rules of engagement document the following hours are estimated to complete the work: 



 Agency Internal and External Application Tests: 400 hours (Level 2) (6 Applications) 
 Internal and External Network Penetration Testing: 180 hours 
 Reporting – Reporting for internal infrastructure testing and application testing: 180 Hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Internal testing will be performed remotely at agency location as detailed in the rules of engagement. 
External testing will be performed remotely. 



 
Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date Feb 28, 2022  
 
Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date December 30, 2022 
 
 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 
and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 
provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables. 
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Start Date February 28, 2022 (or upon 
execution of this agreement) 1End Date December 30, 2022



Budget



Description / Task Est. Hours
Per Audit Unit Cost Total



1. Internal & External Application 
Penetration Test 400 $160 $64,000



2. Internal and External Network 
Penetration Testing 180 $160 $28,800



3. Reporting for Applications 180 $160 $28,800



SAO shall pay an amount up to but not to exceed $121,600 unless a change order is authorized. $121,600



State Auditor’s Approval



(Signature) SAO Authorized Representative (Date)
Name: Peg Bodin
Title: Assistant Director of IT Audit



Contractor’s Approval



(Signature) Contractor Authorized Representative (Date)
Name: Paul Underwood
Title: Chief Operations Officer



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603-340-5226 Telephone No. 801-294-2917



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com



Contractor’s Approval



(Signature) Contractor Authoriz



2/15/2022Peg Bodin





bodinp


Typewritten text


2/25/22
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
11-A1 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 03/25/2022 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to amend the deliverables/scope for task order 11 by adding one deliverable – 
configuration reviews and adding configuration review to Scope. All other terms remain the same. 



Statement of Work 
TASK 1: Testing and reporting of up to 20 Critical Infrastructure organizations (local governments or state agencies) 
under the direction of the SAO. (No Change) 



Objective: To perform Critical Infrastructure Audits. (No Change) 



Deliverables:  State Government Assessment Report(s).  Tasks Include: (Change) 



Supplier Services: 
Consultant will provide the SAO penetration testing and OSINT Reviews for up to 20 Entities or state 
agencies. 



 Planning and related conversations(No Change) 
 Configuration Reviews (Change) 
 OSINT Reviews/ Online Profile Reviews (No Change) 
 External Penetration Testing (No Change) 
 Reporting(No Change) 



 
Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the Entity or state agency rules of engagement documents for testing. One rules of 
engagement will be created for each state agency or local government. Based on the scope in the rules of 
engagement documents the following hours are estimated to complete the work per local entity or state 
agency: 



 Planning, configuration review (change/added) and related conversations and work (40 hours) 
 OSINT/Online Profiling Work (75 hours) (No Change) 
 External Penetration testing (60 hours) (No Change) 



 
Testing Level: (No Change) 



  
Project Location: (No Change) 
Project Start Date: (No Change) 



Upon signature of the Rules of Engagements, estimated Start date March 16, 2022  
 
Project Desired End Date: (No Change) 



Each engagement will end Approximately 3-4 weeks after testing initiates; estimated Stop date December 
31, 2022 



 
Project Desired Draft Report Date: (No Change) 



Approximately 3-4 weeks after testing completes for each state agency or local government. A written 
description of high or critical issues will be provided within 24 hours of discovery. A briefing and report 
review will be held with the agency and SAO during at a future time determined by the SAO. At the time of 
providing the report Emagined will provide the agency with a record of the testing logs. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables.



Start Date March 16, 2022 1End Date December 31, 2022



Budget (No Change)



Description / Task Est. Hours
Per Audit Unit Cost Total



Per Entity SAO engagement kick-off, planning, and ongoing 
coordination 40 $160 $6,400



Per Entity OSINT Reviews/ online Profile Reviews 75 $160 $12,000



Per Entity External Penetration Testing & Reporting 60 $160 $9,600
SAO shall pay an amount up to but not to exceed $28,000 per approved entity audit selected unless a 
change order is authorized. $28,000



Estimated maximum cost for eighteen (18) Entities, with work authorized to occur at up to twenty (20) 
Entities $504,000



State Auditor’s Approval



(Signature) SAO Authorized Representative (Date)
Name: Peg Bodin
Title: Assistant Director of IT Audit



Contractor’s Approval



(Signature) Contractor Authorized Representative (Date)
Name: Paul Underwood
Title: Chief Operations Officer



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603-340-5226 Telephone No. (801) 294-2917



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com



28 Mar 2022



 



CoCCCCCCCCCCCCCCCCCCCCCCCCCoCCCCCCCCCCoCCCCCoCCCCCoooCCCCCCCoCoCCCCCCCCCCCoCCCooooCCCoCCoCCCCCCCCCCCCCCCoCCCCCCCooontractor’s Approval



3/28/22
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TASK ORDER
WASHINGTON STATE 
AUDITOR’S OFFICE (SAO)



Task Order # Contract #
11-A2 K646-C-2011



Type of Services Date Issued
Subject Matter Expertise 07/01/2022



Title: Security Assessment Services Contractor: Emagined Security
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference.



Purpose
The purpose of this Task Order is to amend the hours and scope for OSINT/Online Profiling Work for 8 entities and the 
correlating budget.  All other aspects of the Task Order 11-A1 will remain the same. 



Statement of Work
Scope 



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed and 
agreed to in the Entity or state agency rules of engagement documents for testing. One rules of engagement 
will be created for each state agency or local government. Based on the scope in the rules of engagement 
documents the following hours are estimated to complete the work per local entity or state agency:



OSINT/Online Profiling Work (60 hours) for the following entities:
CI # 10, 11, 13, 14, 15, 17,18, and 19 to answer the following three questions:



1. Are there clear indicators the Entity has experienced or is currently experiencing a data 
breach?



2. Is anyone at the Entity at increased risk of account takeover?
3. Are any technical assets (i.e., hardware/software) at a higher risk for data compromise?



OSINT/Online Profiling Work (75 hours) for all other entities.



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables 
will indicate acceptance of complete deliverables.



Budget



Description / Task Est. Hours
Per Audit Unit Cost Total



Per Entity SAO engagement kick-off, planning, and ongoing 
coordination 40 $160 $6,400



Per Entity OSINT Reviews/ online Profile Reviews up to 12 75 $160 $12,000



Per Entity OSINT Reviews/ online Profile Reviews up to 8 60 $160 $9,600



Per Entity External Penetration Testing & Reporting 60 $160 $9,600
SAO shall pay an amount up to but not to exceed $28,000 per approved entity audit selected unless a 
change order is authorized. $28,000



SAO shall pay an amount up to but not to exceed $25,600 per approved entity audit selected unless a 
change order is authorized. CI # 10, 11, 13, 14, 15, 17,18, and 19 $25,600



Estimated maximum cost for eighteen (18) Entities, with work authorized to occur at up to twenty (20) 
Entities $504,000



State Auditor’s Approval



(Signature) SAO Authorized Representative (Date)
Name: Peg Bodin
Title: Assistant Director of IT Audit



Contractor’s Approval



(Signature) Contractor Authorized Representative (Date)
Name: Paul Underwood
Title: Chief Operations Officer



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603-340-5226 Telephone No. (650) 593-9829



Email: laskae@sao.wa.gov Email: paul@emagined.com



7/1/2022



 



CoCoCoCCCCCCCCoCCCoCoooooooCCCCCCCCoCCCCCooooooooooontractor s Approval



7/1/2022
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
11 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 03/01/2022 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting a Critical Infrastructure Audit for up to 20 Critical Infrastructure Entities or state agencies. 



Statement of Work 
TASK 1: Testing and reporting of up to 20 Critical Infrastructure organizations (local governments or state agencies) 
under the direction of the SAO. 



Objective: To perform Critical Infrastructure Audits. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and OSINT Reviews for up to 20 Entities or state 
agencies. 



 Planning and related conversations 
 OSINT Reviews/ Online Profile Reviews  
 External Penetration Testing  
 Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the Entity or state agency rules of engagement documents for testing. One rules of 
engagement will be created for each state agency or local government. Based on the scope in the rules of 
engagement documents the following hours are estimated to complete the work per local entity or state 
agency: 



 Planning, and related conversations and work (40 hours) 
 OSINT/Online Profiling Work (75 hours) 
 External Penetration testing (60 hours) 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Planning, OSINT, Online Profiling and External testing will be performed remotely. 



 
Project Start Date:  



Upon signature of the Rules of Engagements, estimated Start date March 16, 2022  
 
Project Desired End Date:  



Each engagement will end Approximately 3-4 weeks after testing initiates; estimated Stop date December 
31, 2022 



 
 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes for each state agency or local government. A written 
description of high or critical issues will be provided within 24 hours of discovery. A briefing and report 
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review will be held with the agency and SAO during at a future time determined by the SAO. At the time of 
providing the report Emagined will provide the agency with a record of the testing logs.



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables.



Start Date March 16, 2022 (or upon 
execution of this agreement) 1End Date December 31, 2022



Budget



Description / Task Est. Hours
Per Audit Unit Cost Total



Per Entity SAO engagement kick-off, planning, and ongoing 
coordination 40 $160 $6,400



Per Entity OSINT Reviews/ online Profile Reviews 75 $160 $12,000



Per Entity External Penetration Testing & Reporting 60 $160 $9,600
SAO shall pay an amount up to but not to exceed $28,000 per approved entity audit selected unless a 
change order is authorized. $28,000



Estimated maximum cost for eighteen (18) Entities, with work authorized to occur at up to twenty (20) 
Entities $504,000



State Auditor’s Approval



(Signature) SAO Authorized Representative (Date)
Name: Peg Bodin
Title: Assistant Director of IT Audit



Contractor’s Approval



(Signature) Contractor Authorized Representative (Date)
Name: Paul Underwood
Title: Chief Operations Officer



T/O Manager Erin Laska T/O Manager David Sockol



Telephone No. 603-340-5226 Telephone No. (650) 593-9829



Email: laskae@sao.wa.gov Email: david@emagined.com



Contractor’s Approval



(Signature) Contractor Authorize



3/1/2022Peg Bodin





bodinp


Typewritten text


3/2/2022
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 



12A1 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 2/10/23 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services 



set forth in the Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of 



the contract, including any subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to amend the end date for TO 12.  All other terms remained unchanged.  



Statement of Work – No Change 



TASK 1: Preliminary project planning, rules of engagement development, and estimate of the hours needed to complete testing 



and reporting for external penetration testing. 



 



Objective: To define planning scope and timing for penetration testing each state agency and local government  



 



Deliverables: Kick-off meetings with SAO and each of the state agencies or local entities, scope, testing approach 



recommendations for scope, and approved rules of engagement for each agency or entity. Tasks may include but 



are not limited to: 



1. SAO engagement kick-off, planning, and ongoing coordination 



a. Kick-off meeting with SAO to clarify goals, objectives, known scope and constraints, refine dates, contact 



information, and coordination needs 



b. Perform ongoing coordination efforts to the completion of this task order (i.e., rules of engagement are 



complete.) 



2. Scoping meeting with each of the state agencies and entities, with SAO attending all meetings 



a. Meet with each of the state agencies or entities to determine the scope of the external and internal 



penetration testing 



b. After meeting with each of the agencies or entities, perform initial analysis, as authorized, to scope 



engagements  



c. Additional planning meetings with the state agencies or entity to make scope and testing approach changes, 



as needed until the rules of engagement are finalized, i.e., signed by all parties including SAO, the agency or 



entity for whom the engagement is to be performed with, Office of Cyber Security, and Emagined Security 



d. Coordinate with The Office of Cyber Security to review testing approach and protocols  



3. Engagement planning, Rules of Engagement 



a. Develop testing plan based on approved scope and incorporate all agreed upon plans from the scoping 



meetings into the rules of engagement plan 



b. Review final rules of engagement, provide input and sign off 



c. Provide estimate of cost to perform approved testing and reporting 



 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will 



indicate acceptance of complete deliverables. 



Start Date 
April 1, 2022 (or upon execution 



of this agreement) 
End Date 1/31/2023 
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Budget – No Change 



 Description / Task 
Est. Hours 



Per Audit 
Unit Cost Total 



 
SAO engagement kick-off, planning, and 



ongoing coordination 
80 $160 $12,800 



 
Scoping meetings with each state agency or local 



entity 
40 $160 $6,400 



 
Develop rules of engagement for each agency or 



local entity’s penetration testing 
40 $160 $6,400 



SAO shall pay an amount up to but not to exceed $25,600 per approved agency or entity selected unless a 



change order is authorized. 
$25,600 



Estimate fifteen (15) Agencies & Entities $384,000 



State Auditor’s Approval 



 
       



Peg Bodin, Assistant Director IT Audit 
(Signature) SAO Authorized Representative (Date) 



Contractor’s Office Approval 



 
     2/10/2023 



Paul Underwood, Chief Operations Officer 
(Signature) Emagined Authorized Representative (Date) 



T/O Manager Erin Laska T/O Manager Paul Underwood 



Telephone No. 360-778-2697 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



2/10/2023





paulunderwood


Paul Underwood
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
12 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 3/8/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services 
set forth in the Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of 
the contract, including any subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for planning up 
to 15 penetration tests for IT security audits of state government agencies and local governments internal and external testing. 
These services will be ongoing throughout the contract. 



Statement of Work 
TASK 1: Preliminary project planning, rules of engagement development, and estimate of the hours needed to complete testing 



and reporting for external penetration testing. 
 



Objective: To define planning scope and timing for penetration testing each state agency and local government  
 
Deliverables: Kick-off meetings with SAO and each of the state agencies or local entities, scope, testing approach 



recommendations for scope, and approved rules of engagement for each agency or entity. Tasks may include but 
are not limited to: 



1. SAO engagement kick-off, planning, and ongoing coordination 
a. Kick-off meeting with SAO to clarify goals, objectives, known scope and constraints, refine dates, contact 



information, and coordination needs 
b. Perform ongoing coordination efforts to the completion of this task order (i.e., rules of engagement are 



complete.) 
2. Scoping meeting with each of the state agencies and entities, with SAO attending all meetings 



a. Meet with each of the state agencies or entities to determine the scope of the external and internal 
penetration testing 



b. After meeting with each of the agencies or entities, perform initial analysis, as authorized, to scope 
engagements  



c. Additional planning meetings with the state agencies or entity to make scope and testing approach changes, 
as needed until the rules of engagement are finalized, i.e., signed by all parties including SAO, the agency or 
entity for whom the engagement is to be performed with, Office of Cyber Security, and Emagined Security 



d. Coordinate with The Office of Cyber Security to review testing approach and protocols  
3. Engagement planning, Rules of Engagement 



a. Develop testing plan based on approved scope and incorporate all agreed upon plans from the scoping 
meetings into the rules of engagement plan 



b. Review final rules of engagement, provide input and sign off 
c. Provide estimate of cost to perform approved testing and reporting 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will 



indicate acceptance of complete deliverables. 



Start Date April 1, 2022 (or upon execution 
of this agreement) End Date 12/31/2022 



 











K646-C-2011 TO12 
Budget 



 Description / Task Est. Hours 
Per Audit Unit Cost Total 



 SAO engagement kick-off, planning, and 
ongoing coordination 80 $160 $12,800 



 Scoping meetings with each state agency or local 
entity 40 $160 $6,400 



 Develop rules of engagement for each agency or 
local entity’s penetration testing 40 $160 $6,400 



SAO shall pay an amount up to but not to exceed $25,600 per approved agency or entity selected unless a 
change order is authorized. $25,600 



Estimate fifteen (15) Agencies & Entities $384,000 



State Auditor’s Approval 
 
       
Peg Bodin, Assistant Director IT Audit 
(Signature) SAO Authorized Representative (Date) 



Contractor’s Office Approval 
 
       
Paul Underwood, Chief Operations Officer 
(Signature) Emagined Authorized Representative (Date) 



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 360-778-2697 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 
 
 
 



 



nttntttttttttttttttttttttttttnttttnntnntttttttttttntntnntttnttnttnttnnntttntttnntnnntttttttntnntttnnnnnnnnnnnnnnnnnnnnnn rarrarrrrrrrrararararrrrrrrrrarrarrarrrarrrrrararrrarararrrrrrrrrarrararrarrrrrarrrrrrarrrrrraaaaararaaaarraaaaraaaaaaaaaaaactor’s Office Approval
8 March 2022Peg Bodin





bodinp


Typewritten text


3/8/22
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
13 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 03/08/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 39. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal IT security of local government #39 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the Rules of 
engagement):   



� Web and Thick Application Penetration Test (Internal & External) 
�    Internal and external Network Penetration Test 
�    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



 Five (5) Web and Thick Application Penetration Test (Internal and External) – 200 hours, Level 
2/0, (may test external app portions accessible from internal network if necessary) 



 Internal and external Network Penetration Test – 160 hours, Level 2  
 Reporting – 100 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
March 28, 2022 



Project Desired End Date:  
December 31, 2022 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 
acceptance of complete deliverables. 
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Start Date March 28, 2022 (or upon 
execution of agreement)  1End Date December 31, 2022 



Budget 
The following budget is for Entity 39 local government IT external audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



1 Web Application Penetration Test - 5 applications 200 160 $32,000 



2 Internal and External Network Penetration Test 160 160 $25,600 



3 Reporting 100 160 $16,000 



SAO shall pay an amount up to but not to exceed $73,600 unless a change order is authorized. $73,600 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Director of Performance Audit 



Contractor’s Approval 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
David Sockol, President 



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 360-594-0615 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



8 March 2022



 



Peg Bodin





bodinp


Typewritten text


3/8/22
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
14 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 03/15/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 40. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #40 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):   



 Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    External Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



 Five (5) Web and Thick Application Penetration Test (Internal and External) – 200 hours, Level 
2/0, (may test external app portions accessible from internal network if necessary) 



 Internal Network Penetration Test – 120 hours, Level 2  
 External Network Penetration Test – 60 hours, Level 2  
 Reporting – 100 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
April 4, 2022 



Project Desired End Date:  
December 31, 2022 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables.



Start Date April 4, 2022 (or upon 
execution) 1End Date December 31, 2022



Budget
The following budget is for Entity 40 local government IT audit:



12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal



1 Web and thick Application Penetration Test - 5 applications 200 160 $32,000



2 Internal Network Penetration Test 120 160 $19,200



3 External Network Penetration Test 60 160 $9,600



3 Reporting 100 160 $16,000



SAO shall pay an amount up to but not to exceed $76,800 unless a change order is authorized. $76,800



State Auditor’s Office Approval



(Signature) SAO Authorized Representative (Date)
Peg Bodin, Assistant Director of Performance Audit



Contractor’s Approval



(Signature) Emagined Authorized Representative (Date)
Paul Underwood, COO



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 360.594.0615 Telephone No. (801) 294-2917



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com



3/16/2022



 



Peg Bodin





bodinp


Typewritten text


3/16/22
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 



TO 15A K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 5/27/22 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to amend TO 15 to add a firewall review and remove an application to the scope 



of work related to the subject matter expertise to the Washington State Auditor’s Office for performing a security 



assessment of Local Entity 38. We also moved the project start date forward. There is no change to the cost. 



Statement of Work 



TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external security of local government #38 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 



Consultant will provide the SAO penetration test services as follows (Service Details are in the 



Attachments):   



 External Network Penetration Test (no change) 



    Web and Thick Application Penetration Test (Internal & External) (no change, just decreased 



scope as noted below) 



    Internal Network Penetration Test (no change) 



    Configuration Review (new added) 



    Reporting (no change) 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the rules of engagement document. Based on the scope identified in the rules of 



engagement document the following hours are estimated to complete the work: 



 



• External Network Penetration Test – 40 hours, Level 2/0 (no change) 



• Three (3) Web and Thick Application Penetration Test (Internal and External) – 110 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) (decreased 



from 4 to three applications for testing) 



• Internal Network Penetration Test – 100 hours, Level 2 (no change) 



• Configuration Review – Firewall – 40 hours, Level 2 (new, added) 



• Reporting – 100 hours (no change) 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  



External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  



June 6, 2022 (updated from May 2, 2022) 



Project Desired End Date:  
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December 31, 2022 (no change) 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An entity briefing and report review will be held with the local 



government and SAO during at a future time determined by the SAO. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



Start Date June 6, 2022  (updated) 1End Date December 31, 2022 



 



Budget 



The following budget is for Entity 38 local government IT external audit: 



 12BDescription / Task 
13BEst. 



Hours 
14BUnit Cost 15BTotal 



1B1 External Network Penetration Test (no change) 40 160 $6,400 



2 
Web Application Penetration Test – 3 applications 



(decreased from $24,000) 
110 160 $17,600 



3 Internal Network Penetration Test (no change) 100 160 $16,000 



4 Configuration Review – Firewall (added) 40 160 $6,400 



5 Reporting (no change) 100 160 $16,000 



SAO shall pay an amount up to but not to exceed $62,400 unless a change order is authorized. (no 
change) 



$62,400 



State Auditor’s Office Approval 



 
 



       
(Signature) SAO Authorized Representative (Date) 



Peg Bodin, Director of Performance Audit 



Contractor’s Approval 



 



 



       
(Signature) Emagined Authorized Representative (Date) 



Paul Underwood, Chief Operating Officer 



T/O Manager Peg Bodin T/O Manager Paul Underwood 



Telephone No. 360-464-0113 Telephone No. (801) 294-2917 



Email: bodinp@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



27 May 20226/1/22





paulunderwood


Paul Underwood
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
15 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 04/26/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 38. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external security of local government #38 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):   



 External Network Penetration Test 
    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



 External Network Penetration Test – 40 hours, Level 2/0 
 Four (4) Web and Thick Application Penetration Test (Internal and External) – 150 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) 
 Internal Network Penetration Test – 100 hours, Level 2  
 Reporting – 100 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
May 2, 2022 



Project Desired End Date:  
December 31, 2022 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables.



Start Date May 2, 2022 (or upon execution) 1End Date December 31, 2022



Budget
The following budget is for Entity 38 local government IT external audit:



12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal



1B1 External Network Penetration Test 40 160 $6,400



2 Web Application Penetration Test – 4 applications 150 160 $24,000



4 Internal Network Penetration Test 100 160 $16,000



5 Reporting 100 160 $16,000



SAO shall pay an amount up to but not to exceed $62,400 unless a change order is authorized. $62,400



State Auditor’s Office Approval



(Signature) SAO Authorized Representative (Date)
Peg Bodin, Director of Performance Audit



Contractor’s Approval



(Signature) Emagined Authorized Representative (Date)
Paul Underwood, Chief Operating Officer



T/O Manager Peg Bodin T/O Manager Paul Underwood



Telephone No. 360-464-0113 Telephone No. (801) 294-2917



Email: bodinp@sao.wa.gov Email: paulunderwood@emagined.com



04/27/2022



 



5/2/2022
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
16 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 8/3/2022 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting a Critical Infrastructure Audit for up to 24 Critical Infrastructure Entities. 



Statement of Work 
TASK 1: Testing and reporting of up to 24 local governments with critical infrastructures under the direction of the SAO. 



Objective: To perform Critical Infrastructure Audits. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and OSINT Reviews for up to 24 Entities. 



 Planning, configuration reviews and related conversations 
 OSINT Reviews/ Online Profile Reviews  
 External Penetration Testing  
 Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the Entity rules of engagement document for testing. Based on the scope in the rules of 
engagement document the following hours are estimated to complete the work per entity: 



 Planning, configuration reviews and related conversations (40 hours) 
 OSINT/Online Profiling Work (60 hours) to answer the following three questions(60 hours):  



1. Are there clear indicators the Entity has experienced or is currently experiencing a data 
breach?  



2. Is anyone at the Entity at increased risk of account takeover?  
3. Are any technical assets (i.e., hardware/software) at a higher risk for data compromise?  



 External Penetration testing (60 hours) 
Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Planning, Consulting, OSINT, Online Profiling and External testing will be performed remotely. 



 
Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date August 15, 2022  
 
Project Desired End Date:  



Each engagement will end Approximately 3-4 weeks after testing initiates; estimated Stop date June 30, 
2023 



 
Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 
and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 
provide the agency with a record of the testing logs. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables.



Start Date August 15 2022 (or upon 
execution of this agreement) 1End Date June 30, 2023



Budget



Description / Task Est. Hours
Per Audit Unit Cost Total



Per Entity SAO engagement kick-off, planning, 
configuration reviews and ongoing coordination 40 $160 $6,400



Per Entity OSINT Reviews/ online Profile Reviews 60 $160 $9,600



Per Entity External Penetration Testing & Reporting 60 $160 $9,600
SAO shall pay an amount up to but not to exceed $25,600 per approved entity audit selected unless a 
change order is authorized. $25,600



Estimate twenty-four (24) Entities $614,400



State Auditor’s Approval 



(Signature) SAO Authorized Representative (Date) 
Name: Peg Bodin Title: Assistant Director of IT Audit



Contractor’s Approval 



(Signature) Contractor Authorized Representative (Date) 
Name: Paul Underwood Title: Chief Operations Officer



T/O Manager Erin Laska T/O Manager David Sockol



Telephone No. 603-340-5226 Telephone No. (650) 593-9829



Email: laskae@sao.wa.gov Email: david@emagined.com



8/8/2022



 



CooCoooooooooooooooooCoCCoooooooooooooCCCoooCooCoCoontnnnnnnnnnnnn ractor s Approval 
8/8/22
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
17 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 08/12/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 



conducting an internal and external security assessment for Cyber 8 Agency 3. 



Statement of Work 



TASK 1: Testing and reporting of Agency 3 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 3. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 



Consultant will provide the SAO penetration testing and configuration review services as follows (Service 



Details are in the Attachments):   



• Internal and External Application Penetration Test (apps in Scope section only) 



• Internal and External Network Testing 



• Reporting 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the agency rules of engagement document for internal testing. Based on the scope in the 



rules of engagement document the following hours are estimated to complete the work: 



• Agency Internal and External Application Tests: 300 hours (Level 2) (6 Applications) 



• Internal and External Network Penetration Testing: 160 hours 



• Reporting – Reporting for internal infrastructure testing and application testing: 200 Hours 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested to Move to Higher Level on Specific Tests) 



  



Project Location:  



Internal testing will be performed on-site at agency location as detailed in the rules of engagement and 



remotely. External testing will be performed remotely. 



 



Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date August 17, 2022  



 



Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date December 30, 2022 



 



 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 



and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 



provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 



deliverables will indicate acceptance of complete deliverables. 
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Start Date 
 August 17, 2022 (or upon 



execution of this agreement) 
1End Date December 30, 2022 



 



Budget 



 Description / Task 
Est. Hours 



Per Audit 
Unit Cost Total 



 
1. Internal & External Application 



Penetration Test 
300 $160 $48,000 



 
2. Internal and External Network 



Penetration Testing  
160 $160 $25,600 



 3. Reporting for Applications 200 $160 $32,000 



SAO shall pay an amount up to but not to exceed $105,600 unless a change order is authorized. $105,600 



State Auditor’s Approval 



 



       
(Signature) SAO Authorized Representative (Date) 



Name: Peg Bodin 



Title: Assistant Director of IT Audit 



Contractor’s Approval 



 



       
(Signature) Contractor Authorized Representative (Date) 



Name: Paul Underwood 



Title: Chief Operations Officer 



T/O Manager Erin Laska T/O Manager David Sockol 



Telephone No. (360) 5 15 Telephone No. (650) 593-9829 



Email: laskae@sao.wa.gov Email: david@emagined.com 



 



 



 



8/12/20228/15/22





paulunderwood


Paul Underwood
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
18 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 09/21/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 41. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #41 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the Rules of 
Engagement):   



 External Network Penetration Test 
    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



• External Network Penetration Test – 40 hours, Level 2/0 
• 5 Web and Thick Application Penetration Test (Internal and External) – 200 hours, Level 2/0, (may 



test external app portions accessible from internal network if necessary) 
• Internal Network Penetration Test – 100 hours, Level 2  
• Reporting – 60 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
Sept 26, 2022 



Project Desired End Date:  
December 31, 2022 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



Start Date Sept 26, 2022 (or upon 
execution)   1End Date December 31, 2022 



 
Budget 
The following budget is for Entity 41 local government IT external audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



1B1 External Network Penetration Test 40 160 $6,400 



2 Web Application Penetration Test – 5 applications 200 160 $32,000 



4 Internal Network Penetration Test 100 160 $16,000 



5 Reporting 60 160 $9,600 



SAO shall pay an amount up to but not to exceed $64,400 unless a change order is authorized. $64,000 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Scott Frank, Director of Performance Audit 



Contractor’s Approval 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
David Sockol, Chief Executive Officer 



T/O Manager Erin Laska T/O Manager David Sockol 
Telephone No. 603-340-5226 Telephone No. (650) 593-9829 



Email: Laskae@sao.wa.gov Email: davidsockol@emagined.com 
 
 
 








			Contract #


			Purpose 


			Statement of Work


			TASK 1:  Testing and reporting of Local Government under the direction of the SAO


			Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to:


			Start Date


			1End Date





			Task Order #


			TASK ORDER


			Budget


			12BDescription / Task


			13BEst. Hours


			14BUnit Cost


			15BTotal


			1B1


			External Network Penetration Test


			40


			160


			$6,400


			2


			Web Application Penetration Test – 5 applications


			200


			160


			$32,000


			4


			Internal Network Penetration Test


			100


			160


			$16,000


			5


			Reporting


			60


			160


			$9,600


			SAO shall pay an amount up to but not to exceed $64,400 unless a change order is authorized.


			$64,000


			State Auditor’s Office Approval


			Contractor’s Approval


			T/O Manager


			T/O Manager











						2022-09-21T13:04:23-0700


			David Sockol








						2022-09-22T15:39:49-0700


			Frank, Scott (SAO)
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
19 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 11/08/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 



conducting an internal and external security assessment for Cyber 8 Agency 4. 



Statement of Work 



TASK 1: Testing and reporting of Agency 4 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 4. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 



Consultant will provide the SAO penetration testing and configuration review services as follows (Service 



Details are in the Rules of Engagement):   



• Internal and External Application Penetration Test (apps in Scope section only of the ROE) 



• Internal and External Network Testing 



• Reporting 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the agency rules of engagement document testing. Based on the scope in the rules of 



engagement document the following hours are estimated to complete the work: 



• Agency Internal and External Application Tests: 200 hours (Level 2) (4 Applications) 



• Internal and External Network Penetration Testing: 160 hours 



• Reporting: 180 Hours 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested to Move to Higher Level on Specific Tests) 



  



Project Location:  



Internal testing and External testing will be performed remotely. 



 



Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date November 14, 2022  



 



Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date December 30, 2022 



 



 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 



and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 



provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 



deliverables will indicate acceptance of complete deliverables. 
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Start Date 
 November 14, 2022 (or upon 



execution of this agreement) 
1End Date December 30, 2022 



 



Budget 



 Description / Task 
Est. Hours 



Per Audit 
Unit Cost Total 



 
1. Internal & External Application 



Penetration Test 
200 $160 $32,000 



 
2. Internal and External Network 



Penetration Testing  
160 $160 $25,600 



 3. Reporting  180 $160 $28,800 



SAO shall pay an amount up to but not to exceed $86,400 unless a change order is authorized. $86,400 



State Auditor’s Approval 



 



       
(Signature) SAO Authorized Representative (Date) 



Name: Peg Bodin 



Title: Assistant Director of IT Audit 



Contractor’s Approval 



 



       
(Signature) Contractor Authorized Representative (Date) 



Name: Paul Underwood 



Title: Chief Operations Officer 



T/O Manager Erin Laska T/O Manager Paul Underwood 



Telephone No. 603-340-5226 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



11/9/202211/9/22





paulunderwood


Paul Underwood
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
1 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 05/06/2021 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting an internal and external security assessment for Cyber 7 Agency 5. 



Statement of Work 
TASK 1: Testing and reporting of Agency 5 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 5. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and configuration review services as follows (Service 
Details are in the related rules of engagement):   



• External Network Penetration Test 
• Internal Network Penetration Test  
• Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the agency rules of engagement document for testing. Based on the scope in the rules of 
engagement document the following hours are estimated to complete the work: 



• Agency External Network Infrastructure: 80 hours (Level 2) 
• Agency Internal Network Infrastructure: 240 hours (Level 1) 
• Reporting – Reporting for internal infrastructure testing and application testing: 140 Hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Testing will be performed remotely.  



 
Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date May 17, 2021  
 
Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date July 31, 2021 
 
 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 
and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 
provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables. 
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Start Date  May 17, 2021 (or upon 
execution of this agreement) 1End Date July 31, 2021 



 
Budget 



 Description / Task Est. Hours 
Per Audit Unit Cost Total 



 1. External Network Penetration Test 80 $160 $12,800 



 2. Internal Network Penetration Test 240 $160 $38,4000 



 3. Reporting 140 $160 $22,400 



SAO shall pay an amount up to but not to exceed $73,600 unless a change order is authorized. $73,600 



State Auditor’s Approval 
 
       
(Signature) SAO Authorized Representative (Date) 
Name: Peg Bodin 
Title: Assistant Director IT Audit 



Contractor’s Approval 
 
       
(Signature) Contractor Authorized Representative (Date) 
Name: David Sockol 
Title: President 



T/O Manager Erin Laska T/O Manager David Sockol 
Telephone No. (603) 340-5226 Telephone No. (650) 593-9829 



Email: laskae@sao.wa.gov Email: david@emagined.com 
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			I approve this document








						2021-05-06T16:10:00-0700


			David Sockol
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
20 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 12/30/2022 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 42. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of internal and external security of local government #42 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):   



    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



 Ten (10) Web and Thick Application Penetration Test (Internal and External) – 480 hours, Level 
2/0, (may test external app portions accessible from internal network if necessary) 



 Internal Network Penetration Test – 100 hours, Level 2  
 Reporting – 60 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place via remote sensor 



Project Start Date:  
January 09, 2023 



Project Desired End Date:  
March 31, 2023 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 
acceptance of complete deliverables. 











K646-C-2011 T20 



Start Date January 09, 2023 (or upon 
execution)   1End Date March 31, 2023 



 
Budget 
The following budget is for Entity 42 local government IT external audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



2 Web Application Penetration Test – 10 applications 480 160 $76,800 



4 Internal Network Penetration Test 100 160 $16,000 



5 Reporting 60 160 $9,600 



SAO shall pay an amount up to but not to exceed $102,400 unless a change order is authorized. $102,400 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Director of Performance Audit 



Contractor’s Approval 
 
 
     1/2/2023  
(Signature) Emagined Authorized Representative (Date) 
Paul Underwood, Chief Operating Officer 



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603.340.5226 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 
 
 
 



 








						2023-01-06T12:24:20-0800


			Frank, Scott (SAO)
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
21 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 01/05/2023 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 44. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #44 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):  89 



    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    SCADA Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



• Five (5) Web and Thick Application Penetration Test (Internal and External) – 260 hours, Level 
2/0, (may test external app portions accessible from internal network if necessary) 



• Internal Network Penetration Test – 100 hours, Level 2  
• SCADA Network Penetration Test – 120 hours, Level 2  
• Reporting – 80 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



SCADA testing may take place on site as necessary. 



Project Start Date:  
January 09, 2023 



Project Desired End Date:  
February 24, 2023 



 
Project Desired Draft Report Date:  



DocuSign Envelope ID: 216758B3-9320-4B12-9C7C-BBF1D0927DCD
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Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 
acceptance of complete deliverables. 



Start Date January 09, 2023 (or upon 
execution)   1End Date April 17, 2023 



 
Budget 
The following budget is for Entity 44 local government IT external audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



1 Web Application Penetration Test – 5 applications 260 160 $41,600 



2 Internal Network Penetration Test 100 160 $16,000 



3 SCADA Network Penetration Test  120 160 $19,200 



4 Reporting 80 160 $12,800 



SAO shall pay an amount up to but not to exceed $89,600 unless a change order is authorized. $89,600 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Director of Performance Audit 



Contractor’s Approval 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
Paul Underwood, Chief Operating Officer 



T/O Manager Erin Laska T/O Manager Paul Underwood 
Telephone No. 360-594-0615 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 
 
 
 



DocuSign Envelope ID: 216758B3-9320-4B12-9C7C-BBF1D0927DCD



1/6/2023
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 



22 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 02/01/2023 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 



performing a security assessment of Local Entity 45. 



Statement of Work 



TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #45 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 



Consultant will provide the SAO penetration test services as follows (Service Details are in the 



Attachments):   



    Website Unauthenticated Level 0 Pen Test 



    Web and Thick Application Penetration Test (Internal & External) 



    Internal and internal Network Penetration Test 



    Reporting 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the rules of engagement document. Based on the scope identified in the rules of 



engagement document the following hours are estimated to complete the work: 



 



• Website Unauthenticated Level 0 Pen Test (5) – 90 hours, Level 0 



• Two (2) Web and Thick Application Penetration Test (Internal and External) –  100 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary)  



• Internal Network Penetration Test – 100 hours, Level 2  



• External Network Penetration Test – 60 hours, Level 2 



• Reporting – 80 hours 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  



External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  



February 06, 2023 



Project Desired End Date:  



March 31, 2023 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An entity briefing and report review will be held with the local 



government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



Start Date 
February 06, 2023 (or upon 



execution)   
1End Date December 31, 2023 



 



Budget 



The following budget is for Entity 45 local government IT external audit: 



 12BDescription / Task 
13BEst. 



Hours 
14BUnit Cost 15BTotal 



1 Website Unauthenticated Penetration Test (level 0) 90 160 $14,400 



2 
Web and thick Application Penetration Test – 2 



applications 
100 160 $16,000 



3 Internal Network Penetration Test 100 160 $16,000 



4 External Network Penetration Test  60 160 $9,600 



5 Reporting 80 160 $12,800 



SAO shall pay an amount up to but not to exceed $68,800 unless a change order is authorized. $68,800 



State Auditor’s Office Approval 



 
 



       
(Signature) SAO Authorized Representative (Date) 



Peg Bodin, Director of Performance Audit 



Contractor’s Approval 



 



 



       
(Signature) Emagined Authorized Representative (Date) 



Paul Underwood, Chief Operating Officer 



T/O Manager Erin Laska T/O Manager Paul Underwood 



Telephone No. 603-340-5226 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



02/01/20232/1/2023





paulunderwood


Paul Underwood












K646_TO-23_Executed.pdf




TASK ORDER
WASHINGTON STATE 



AUDITOR S OFFICE (SAO)



Task Order # Contract #



23 K646-C-2011



Type of Services Date Issued



Subject Matter Expertise 02/14/23



Title: Security Assessment Services Contractor: Emagined Security



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference.



Purpose
The purpose of this Task Order is to provide subject matter expertise to the Washing
performing a security assessment of Local Entity 46.



Statement of Work



TASK 1: Testing and reporting of Local Government under the direction of the SAO



Objective: To perform assessments of external and internal security of local government #46



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to:



Supplier Services:
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):  



    Web and Thick Application Penetration Test (Internal & External)
    Internal Network Penetration Test
    External Network Penetration Test
    OSINT (Open Source Intelligence Testing)
    Reporting



Scope 
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work:



Four (4) Web and Thick Application Penetration Test (Internal and External) and Two (2) backup 
apps 280 hours, Level 2/0, (may test external app portions accessible from internal network if
necessary)
Internal Network Penetration Test 120 hours, Level 2
External Network Penetration Test 60 Hours
OSINT (Open Source Intelligence Testing) 75 hours 
Reporting 40 hours



Testing Level:
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3
(Permission May Be Requested To Move To Higher Level On Specific Tests)



Project Location: 
External penetration testing will take place from Consultant Offices



Internal penetrating testing will take place at via remote sensor



Project Start Date: 
February 27, 2023



Project Desired End Date: 
April 30, 2023



Project Desired Draft Report Date: 
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Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 
acceptance of complete deliverables. 



Start Date Feb 27, 2023 (or upon execution)   1End Date December 31, 2023 



 
Budget 
The following budget is for Entity 46 local government IT external audit: 



 12BDescription / Task 
13BEst. 



Hours 
14BUnit Cost 15BTotal 



1 Web Application Penetration Test  7 applications 280 160 $44,800 



2 Internal Network Penetration Test 120 160 $19,200 



3 External Network Penetration Test  60 160 $9,600 



4 OSINT 75 160 $12,000 



5 Reporting 40 160 $6,400 



SAO shall pay an amount up to but not to exceed $92,000 unless a change order is authorized. $92,000 



 



      
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Director of Performance Audit 



 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
David Sockol, CEO  



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603-340-5226 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



2/14/2023
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TASK ORDER 
WASHINGTON STATE  
AUDITOR S OFFICE (SAO) 



 



Task Order # Contract #



24 K646-C-2011



Type of Services Date Issued 
Subject Matter Expertise 2/14/23 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services 
set forth in the Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of 
the contract, including any subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to obtain subject matter expertise to plan and scope security testing for state and local 
governments resulting in a rules of engagement for testing.  



Statement of Work  



TASK 1: Preliminary project planning, rules of engagement development, and estimate of the hours needed to complete testing 
and reporting for external penetration testing. 
 



Objective: To define planning scope and timing for penetration testing at each state agency and local government  



Deliverables: Kick-off meetings with SAO and each of the state agencies or local entities, scope, testing approach 
recommendations for scope, and approved rules of engagement for each agency or entity. Tasks may include but 
are not limited to: 



1. SAO engagement kick-off, planning, and ongoing coordination 
a. Kick-off meeting with SAO to clarify goals, objectives, known scope and constraints, refine dates, contact 



information, and coordination needs 
b. Perform ongoing coordination efforts to the completion of this task order (i.e., rules of engagement are 



complete.) 
2. Scoping meeting with each of the state agencies and entities, with SAO attending all meetings 



a. Meet with each of the state agencies or entities to determine the scope of the external and internal 
penetration testing 



b. After meeting with each of the agencies or entities, perform initial analysis, as authorized, to scope 
engagements  



c. Additional planning meetings with the state agencies or entity to make scope and testing approach changes, 
as needed until the rules of engagement are finalized, i.e., signed by all parties including SAO, the agency or 
entity for whom the engagement is to be performed with, Office of Cyber Security (for state agencies), and 
Emagined Security 



d. Coordinate with The Office of Cyber Security to review testing approach and protocols  
3. Engagement planning, Rules of Engagement 



a. Develop testing plan based on approved scope and incorporate all agreed upon plans from the scoping 
meetings into the rules of engagement plan 



b. Review final rules of engagement, provide input and sign off 
c. Provide estimate of cost to perform approved testing and reporting 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will 



indicate acceptance of complete deliverables. 



Start Date 
Feb 13, 2023 (or upon execution 



of this agreement) 
End Date 12/31/2023 
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Budget



 Description / Task 
Est. Hours
Per Audit 



Unit Cost Total 



SAO engagement kick-off, planning, and 
ongoing coordination 



80 $160 $12,800 



Scoping meetings with each state agency or local 
entity 



40 $160 $6,400 



Develop rules of engagement for each agency or 
local entity  



40 $160 $6,400 



SAO shall pay an amount up to but not to exceed $25,600 per approved agency or entity selected unless a 
change order is authorized. 



$25,600 



Estimate Ten (10) Agencies & Entities $256,000 



 Approval 



      
Peg Bodin, Assistant Director IT Audit 
(Signature) SAO Authorized Representative (Date) 



Contractor  
 
      
David Sockol, CEO 
(Signature) Emagined Authorized Representative (Date) 



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 360-778-2697 Telephone No. (801) 294-2917 



Email: laskae@sao.wa.gov Email: paulunderwood@emagined.com 



 



 



 



2/14/23
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
25 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 2/22/23 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 43. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #43 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the Rules of 
Engagement):   



    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    External Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



 Three (3) Web and Thick Application Penetration Test (Internal and External) – 160 hours, Level 
2/0, (may test external app portions accessible from internal network if necessary) 



 Internal Network Penetration Test – 80 hours, Level 2  
 External Network Penetration Test – 60 Hours 
 Reporting – 40 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
February 27, 2023 



Project Desired End Date:  
March 17, 2023 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables.



Start Date February 27, 2023 (or upon 
execution) 1End Date December 31, 2023



Budget
The following budget is for Entity 43 local government IT external audit:



12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal



1 Web Application Penetration Test – 3 applications 160 160 $25,600



2 Internal Network Penetration Test 80 160 $12,800



3 External Network Penetration Test 60 160 $9,600



4 Reporting 40 160 $6,400



SAO shall pay an amount up to but not to exceed $54,400 unless a change order is authorized. $54,400



State Auditor’s Office Approval



(Signature) SAO Authorized Representative (Date)
Peg Bodin, Director of Performance Audit



Contractor’s Approval



(Signature) Emagined Authorized Representative (Date)
Paul Underwood, Chief Operating Officer



T/O Manager Erin Laska T/O Manager Paul Underwood



Telephone No. 603-340-5226 Telephone No. (801) 294-2917



Email: Laskae@sao.wa.gov Email: paulunderwood@emagined.com



1/23/2023



 



2/23/23
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
02 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 7/12/2021 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services 
set forth in the Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of 
the contract, including any subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for scoping 
internal and external penetration testing to develop a Rules of Engagement for state and local governments.  



Statement of Work 
TASK 1: Preliminary project planning, rules of engagement development, and estimate of the hours needed to complete testing 



and reporting for external penetration testing. 
 



Objective: To define the scope of penetration testing for state agencies and local governments 
 
Deliverables: Kick-off meetings with SAO and each of the state agencies or entities, scope, testing approach recommendations, 



and approved rules of engagement for each agency or entity. Tasks may include but are not limited to: 



1. SAO engagement kick-off, planning, and ongoing coordination 
a. Kick-off meeting with SAO to clarify goals, objectives, known scope and constraints, refine dates, contact 



information, and coordination needs 
b. Perform ongoing coordination efforts to the completion of this task order (i.e., rules of engagement are 



complete.) 
2. Scoping meeting with each of the state agencies and entities, with SAO attending all meetings 



a. Meet with each of the state agency or entities to determine the scope of the external and internal penetration 
testing 



b. After meeting with each of the agencies or entities, perform initial analysis, as authorized, to scope 
engagements  



c. Additional planning meeting with the state agencies or entity to make scope and testing approach changes, 
as needed until the rules of engagement are finalized, i.e., signed by all parties including SAO, the agency or 
entity for whom the engagement is to be performed with, Office of Cyber Security (for all state agencies), 
and Emagined Security 



d. Coordinate with The Office of Cyber Security to review testing approach and protocols during testing for all 
state agencies 



3. Engagement planning, Rules of Engagement 
a. Develop testing plan based on approved scope and incorporate all agreed upon plans from the scoping 



meetings into the rules of engagement plan 
b. Review final rules of engagement, provide input and sign off 
c. Provide estimate of cost to perform approved testing and reporting 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will 



indicate acceptance of complete deliverables. 



Start Date 7/12/2021(or upon execution of 
this agreement) End Date 3/31/2022 
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Budget 



 Description / Task Est. Hours 
Per Audit Unit Cost Total 



 SAO engagement kick-off, planning, and 
ongoing coordination 80 $160 $12,800 



 Scoping meetings with each state agency or 
entity 40 $160 $6,400 



 Develop rules of engagement for each agency or 
entity’s external penetration testing 40 $160 $6,400 



SAO shall pay an amount up to but not to exceed $25,600 per approved agency or entity audit selected 
unless a change order is authorized. $25,600 



Estimate fifteen (15) total Agencies & Entities $384,000 



State Auditor’s Office Approval 
 
       
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Assistant Director of IT Audit 



Contractor Approval 
 
       
(Signature) Authorized Representative (Date)  
David Sockol, President 



T/O Manager Michael Hjermstad T/O Manager David Sockol 
Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: HjermstadM@sao.wa.gov Email: david@emagined.com 
 
 
 








			Contract #


			Purpose 


			Statement of Work


			TASK 1: Preliminary project planning, rules of engagement development, and estimate of the hours needed to complete testing and reporting for external penetration testing.


			Objective: To define the scope of penetration testing for state agencies and local governments


			Deliverables: Kick-off meetings with SAO and each of the state agencies or entities, scope, testing approach recommendations, and approved rules of engagement for each agency or entity. Tasks may include but are not limited to:


			Start Date


			End Date





			Task Order #


			TASK ORDER


			Budget


			Description / Task


			Est. Hours Per Audit


			Unit Cost


			Total


			80


			$160


			$12,800


			Scoping meetings with each state agency or entity


			40


			$160


			$6,400


			Develop rules of engagement for each agency or entity’s external penetration testing


			40


			$160


			$6,400


			SAO shall pay an amount up to but not to exceed $25,600 per approved agency or entity audit selected unless a change order is authorized.


			$25,600


			Estimate fifteen (15) total Agencies & Entities


			$384,000


			State Auditor’s Office Approval


			Contractor Approval


			T/O Manager


			T/O Manager











						2021-07-12T11:40:33-0700


			David Sockol








						2021-07-12T15:13:10-0700


			Bodin, Peggy (SAO)


			I approve this document
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
03 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 07/12/2021 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 33. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external and internal security of local government #33 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the executed 
rules of engagement):   



 External Network Penetration Test 
    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



• External Network Penetration Test – 80 hours, Level 2/0 
• Ten (10) Web and Thick Application Penetration Test (Internal and External) – 500 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) 
• Internal Network Penetration Test – 120 hours, Level 2  
• Reporting – 160 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place remotely from Consultant Offices 



Internal penetrating testing will take place at via remote sensor and may include some limited in person 
onsite testing 



Project Start Date:  
August 2, 2021 



Project Desired End Date:  
September 30, 2021 but may extend through October 31, 2021 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 











K646-C-2011 T03 
government and SAO during at a future time determined by the SAO. At the time of providing the report 
Emagined will provide the agency with a record of the testing logs. 



Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 
acceptance of complete deliverables. 



Start Date August 2, 2021   1End Date October 31, 2021 



 
Budget 
The following budget is for Entity 33 local government IT audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



1B1 External Network Penetration Test 80 160 $12,800 



2 Web Application Penetration Test - 10 applications 500 160 $80,000 



4 Internal Network Penetration Test 120 160 $19,200 



5 Reporting 160 160 $25,600 



SAO shall pay an amount up to but not to exceed $137,600 unless a change order is authorized. $137,600 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Peg Bodin, Assistant Director of IT Audit 



Contractor’s Approval 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
David Sockol, President 



T/O Manager Michael Hjermstad T/O Manager David Sockol 
Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: HjermstadM@sao.wa.gov Email: david@emagined.com 
 
 
 








			Contract #


			Purpose 


			Statement of Work


			TASK 1:  Testing and reporting of Local Government under the direction of the SAO


			Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to:


			Start Date


			1End Date





			Task Order #


			TASK ORDER


			Budget


			12BDescription / Task


			13BEst. Hours


			14BUnit Cost


			15BTotal


			1B1


			External Network Penetration Test


			80


			160


			$12,800


			2


			Web Application Penetration Test - 10 applications


			500


			160


			$80,000


			4


			Internal Network Penetration Test


			120


			160


			$19,200


			5


			Reporting


			160


			160


			$25,600


			SAO shall pay an amount up to but not to exceed $137,600 unless a change order is authorized.


			$137,600


			State Auditor’s Office Approval


			Contractor’s Approval


			T/O Manager


			T/O Manager











						2021-07-12T11:40:09-0700


			David Sockol








						2021-07-12T15:15:20-0700


			Bodin, Peggy (SAO)


			I approve this document
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
04 K646C-2011 



Type of Services Date Issued 
Subject Matter Expertise 07/12/2021 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting an internal and external security assessment for Cyber 7 Agency 4. 



Statement of Work 
TASK 1: Testing and reporting of Agency 4 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 4. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and configuration review services as follows (Service 
Details are in the executed rules of engagement):   



• Internal and External Application Penetration Test (apps in Scope section only) 
• Internal and External Network Testing 
• Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the agency rules of engagement document for internal and external testing. Based on the 
scope in the rules of engagement document the following hours are estimated to complete the work: 



• Agency Internal and External Application Tests: 500 hours (Level 2) (10 Applications) 
• Internal and External Network Penetration Testing: 80 hours 
• Reporting – Reporting for internal infrastructure testing and application testing: 100 Hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Internal testing will be performed remotely using a sensor at the agency location as detailed in the rules of 
engagement. External testing will be performed remotely. 



 
Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date July 16, 2021  
 
Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date August 31, 2021 but may extend 
through October 31, 2021 



 
Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 
and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 
provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables. 
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Start Date  July 16, 2021 (or upon 
execution of this agreement) 1End Date October 31, 2021 



 
Budget 



 Description / Task Est. Hours 
Per Audit Unit Cost Total 



 1. Internal & External Application 
Penetration Test 500 $160 $80,000 



 2. Internal and External Penetration Testing  80 $160 $12,800 



 3. Reporting for Applications 100 $160 $16,000 



SAO shall pay an amount up to but not to exceed $108,800 unless a change order is authorized. $108,800 



State Auditor’s Approval 
 
       
(Signature) SAO Authorized Representative (Date) 
Name: Peg Bodin 
Title: Assistant Director IT Audit 



Contractor’s Approval 
 
       
(Signature) Contractor Authorized Representative (Date) 
Name: David Sockol 
Title: President 



T/O Manager Michael Hjermstad T/O Manager David Sockol 
Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: HjermstadM@sao.wa.gov Email: david@emagined.com 
 
 
 








			Contract #


			Purpose 


			Statement of Work


			TASK 1: Testing and reporting of Agency 4 information technology systems under the direction of the SAO.


			Objective: To perform security assessment of State Agency 4.


			Deliverables:  State Government Assessment Report(s).  Tasks Include: 


			Start Date


			1End Date





			Task Order #


			TASK ORDER


			Budget


			Description / Task


			Est. Hours Per Audit


			Unit Cost


			Total


			1. Internal & External Application Penetration Test


			500


			$160


			$80,000


			2. Internal and External Penetration Testing 


			80


			$160


			$12,800


			3. Reporting for Applications


			100


			$160


			$16,000


			SAO shall pay an amount up to but not to exceed $108,800 unless a change order is authorized.


			$108,800


			State Auditor’s Approval


			Contractor’s Approval


			T/O Manager


			T/O Manager











						2021-07-12T11:39:40-0700


			David Sockol








						2021-07-12T15:15:57-0700


			Bodin, Peggy (SAO)


			I approve this document
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Peg Bodin
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 



06 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 10/08/2021 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 



performing a security assessment of Local Entity 35. 



Statement of Work 



TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external security of local government #35 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 



Consultant will provide the SAO penetration test services as follows (Service Details are in the 



Attachments):   



 External Network Penetration Test 



    Web and Thick Application Penetration Test (Internal & External) 



    Internal Network Penetration Test / SCADA Network Penetration Test 



    Reporting 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the rules of engagement document. Based on the scope identified in the rules of 



engagement document the following hours are estimated to complete the work: 



 



• External Network Penetration Test – 20 hours, Level 2/0 



• Seven (7) Web and Thick Application Penetration Test (Internal and External) – 260 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) 



• Internal Network Penetration Test – 120 hours, Level 2  



• Reporting – 80 hours 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  



External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  



October  11, 2021 



Project Desired End Date:  



December 22, 2021 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An entity briefing and report review will be held with the local 



government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



Start Date 



October 11, 2021 (or upon 



execution, whichever date is 



later)   



1End Date December 22, 2021 



 



Budget 



The following budget is for Entity 35 local government IT external audit: 



 12BDescription / Task 
13BEst. 



Hours 
14BUnit Cost 15BTotal 



1B1 External Network Penetration Test 20 160 $3,200 



2 Web Application Penetration Test - 7 applications 260 160 $41,600 



4 
Internal Network Penetration Test / SCADA Network 



Penetration Test 
120 160 $19,200 



5 Reporting 80 160 $12,800 



SAO shall pay an amount up to but not to exceed $76,800 unless a change order is authorized. $76,800 



State Auditor’s Office Approval 



 
 



       
(Signature) SAO Authorized Representative (Date) 



Peg Bodin, Assistant Director of Performance Audit 



Contractor’s Approval 



 



 



       
(Signature) Emagined Authorized Representative (Date) 



David Sockol, President 



T/O Manager Michael Hjermstad T/O Manager David Sockol 



Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: hjermstadm@sao.wa.gov Email: david@emagined.com 



 



 



 








						2021-10-08T14:32:36-0700


			David Sockol








						2021-10-08T16:29:20-0700


			Bodin, Peggy (SAO)


			I approve this document
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
07 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 10/13/2021 



Title: Security Assessment Services Contractor: Emagined Security 
This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
conducting an internal and external security assessment for Cyber 7 Agency 7. 



Statement of Work 
TASK 1: Testing and reporting of Agency 7 information technology systems under the direction of the SAO. 



Objective: To perform security assessment of State Agency 7. 



Deliverables:  State Government Assessment Report(s).  Tasks Include:  



Supplier Services: 
Consultant will provide the SAO penetration testing and configuration review services as follows (Service 
Details are in the Attachments):   



• Internal and External Application Penetration Test (apps in Scope section only) 
• Internal and External Network Testing 
• Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the agency rules of engagement document for internal testing. Based on the scope in the 
rules of engagement document the following hours are estimated to complete the work: 



• Agency Internal and External Application Tests: 620 hours (Level 2) (11 Applications) 
• Internal and External Network Penetration Testing: 180 hours 
• Reporting – Reporting for internal infrastructure testing and application testing: 180 Hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested to Move to Higher Level On Specific Tests) 
  



Project Location:  
Internal testing will be performed on-site at agency location as detailed in the rules of engagement and 
remotely. External testing will be performed remotely. 



 
Project Start Date:  



Upon signature of the Rules of Engagement, estimated Start date October 18, 2021  
 
Project Desired End Date:  



Approximately 3-4 weeks after testing completes; estimated Stop date December 30, 2021 
 
 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An agency briefing and report review will be held with the agency 
and SAO during at a future time determined by the SAO. At the time of providing the report Emagined will 
provide the agency with a record of the testing logs. 



 
Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of 
deliverables will indicate acceptance of complete deliverables. 
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Start Date  October 18, 2021 (or upon 
execution of this agreement) 1End Date December  30, 2021 



 
Budget 



 Description / Task Est. Hours 
Per Audit Unit Cost Total 



 1. Internal & External Application 
Penetration Test 620 $160 $99,200 



 2. Internal and External Network 
Penetration Testing  180 $160 $28,800 



 3. Reporting for Applications 180 $160 $28,800 



SAO shall pay an amount up to but not to exceed $156,800 unless a change order is authorized. $156,800 



State Auditor’s Approval 
 
       
(Signature) SAO Authorized Representative (Date) 
Name: Peg Bodin 
Title: Assistant Director of IT Audit 



Contractor’s Approval 
 
       
(Signature) Contractor Authorized Representative (Date) 
Name: David Sockol 
Title: President 



T/O Manager Michael Hjermstad T/O Manager David Sockol 
Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: HjermstadM@sao.wa.gov Email: david@emagined.com 
 
 
 








			Contract #


			Purpose 


			Statement of Work


			TASK 1: Testing and reporting of Agency 7 information technology systems under the direction of the SAO.


			Objective: To perform security assessment of State Agency 7.


			Deliverables:  State Government Assessment Report(s).  Tasks Include: 


			Start Date


			1End Date





			Task Order #


			TASK ORDER


			Budget


			Description / Task


			Est. Hours Per Audit


			Unit Cost


			Total


			1. Internal & External Application Penetration Test


			620


			$160


			$99,200


			2. Internal and External Network Penetration Testing 


			180


			$160


			$28,800


			3. Reporting for Applications


			180


			$160


			$28,800


			SAO shall pay an amount up to but not to exceed $156,800 unless a change order is authorized.


			$156,800


			State Auditor’s Approval


			Contractor’s Approval


			T/O Manager


			T/O Manager











						2021-10-13T14:40:56-0700


			David Sockol








						2021-10-14T09:51:22-0700


			Bodin, Peggy (SAO)


			I approve this document
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TASK ORDER 



WASHINGTON STATE  



AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 



08 K646-C-2011 



Type of Services Date Issued 



Subject Matter Expertise 11/01/2021 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 



Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 



subsequent modifications, which are hereby incorporated by reference. 



Purpose  



The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 



performing a security assessment of Local Entity 37. 



Statement of Work 



TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external security of local government #37 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 



Consultant will provide the SAO penetration test services as follows (Service Details are in the 



Attachments):   



 External Network Penetration Test 



    Web and Thick Application Penetration Test (Internal & External) 



    Internal Network Penetration Test 



    Reporting 



Scope  



Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 



and agreed to in the rules of engagement document. Based on the scope identified in the rules of 



engagement document the following hours are estimated to complete the work: 



 



• External Network Penetration Test – 40 hours, Level 2/0 



• Seven (7) Web and Thick Application Penetration Test (Internal and External) – 200 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) 



• Internal Network Penetration Test – 140 hours, Level 2  



• Reporting – 120 hours 



Testing Level: 



Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 



(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  



External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  



November  8, 2021 



Project Desired End Date:  



December 31, 2021 



Project Desired Draft Report Date:  



Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 



provided within 24 hours of discovery. An entity briefing and report review will be held with the local 



government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



Start Date November 8 , 2021   1End Date December 31, 2021 



 



Budget 



The following budget is for Entity 37 local government IT external audit: 



 12BDescription / Task 
13BEst. 



Hours 
14BUnit Cost 15BTotal 



1B1 External Network Penetration Test 40 160 $6,400 



2 Web Application Penetration Test - 7 applications 200 160 $32,000 



4 Internal Network Penetration Test 140 160 $22,400 



5 Reporting 120 160 $19,200 



SAO shall pay an amount up to but not to exceed $80,000 unless a change order is authorized. $80,000 



State Auditor’s Office Approval 



 
 



       
(Signature) SAO Authorized Representative (Date) 



Peg Bodin, Assistant Director of IT Audit 



Contractor’s Approval 



 



 



       
(Signature) Emagined Authorized Representative (Date) 



David Sockol, President 



T/O Manager Mike Hjermstad T/O Manager David Sockol 



Telephone No. (564) 999-0874 Telephone No. (650) 593-9829 



Email: HjermstadM@sao.wa.gov Email: david@emagined.com 



 



 



 








						2021-11-02T07:23:27-0700


			David Sockol








						2021-11-02T20:29:30-0700


			Bodin, Peggy (SAO)


			I approve this document








						2021-11-02T20:30:33-0700


			Bodin, Peggy (SAO)


			I am approving this document
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TASK ORDER 
WASHINGTON STATE  
AUDITOR’S OFFICE (SAO) 
  



Task Order # Contract # 
09 K646-C-2011 



Type of Services Date Issued 
Subject Matter Expertise 11/23/2021 



Title: Security Assessment Services Contractor: Emagined Security 



This Task Order is issued under the provisions of an SAO agreement. The services authorized are within the scope of services set forth in the 
Purpose of the contract. All rights and obligations of the parties shall be subject to and governed by the terms of the contract, including any 
subsequent modifications, which are hereby incorporated by reference. 



Purpose  
The purpose of this Task Order is to provide subject matter expertise to the Washington State Auditor’s Office for 
performing a security assessment of Local Entity 34. 



Statement of Work 
TASK 1:  Testing and reporting of Local Government under the direction of the SAO 



Objective: To perform assessments of external security of local government #34 



Deliverables:  Local Government Assessment Report(s).  Tasks may include but are not limited to: 



Supplier Services: 
Consultant will provide the SAO penetration test services as follows (Service Details are in the 
Attachments):   



 External Network Penetration Test 
    Web and Thick Application Penetration Test (Internal & External) 
    Internal Network Penetration Test / Network Penetration Test 
    Reporting 



Scope  
Scope Description: All testing will be conducted in accordance with the scope and methodology detailed 
and agreed to in the rules of engagement document. Based on the scope identified in the rules of 
engagement document the following hours are estimated to complete the work: 
 



• External Network Penetration Test – 20 hours, Level 2/0 
• Two (2) Web and Thick Application Penetration Test (Internal and External) – 100 hours, Level 



2/0, (may test external app portions accessible from internal network if necessary) 
• Internal Network Penetration Test – 160 hours, Level 2  
• Reporting – 80 hours 



Testing Level: 
Testing Level:  Level 0 / Level 1 / Level 2 / Level 3 
(Permission May Be Requested To Move To Higher Level On Specific Tests) 



Project Location:  
External penetration testing will take place from Consultant Offices 



Internal penetrating testing will take place at via remote sensor 



Project Start Date:  
November 29 , 2021 



Project Desired End Date:  
January 31, 2022 



Project Desired Draft Report Date:  
Approximately 3-4 weeks after testing completes. A written description of high or critical issues will be 
provided within 24 hours of discovery. An entity briefing and report review will be held with the local 
government and SAO during at a future time determined by the SAO. 
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Deliverables are subject to review and approval by SAO prior to payment. Approval and payment of deliverables will indicate 



acceptance of complete deliverables. 



 November 29, 2021   1End Date January 31, 2022 



 
Budget 
The following budget is for Entity 34 local government IT external audit: 



 12BDescription / Task 13BEst. 
Hours 14BUnit Cost 15BTotal 



1B1 External Network Penetration Test 20 160 $3,200 



2 Web Application Penetration Test - 2 applications 100 160 $16,000 



3 Internal Network Penetration Test 160 160 $25,600 



4 Reporting 80 160 $12,800 



SAO shall pay an amount up to but not to exceed $57,600 unless a change order is authorized. $57,600 



State Auditor’s Office Approval 
 
 
       
(Signature) SAO Authorized Representative (Date) 
Scott Frank, Director of Performance and IT Audit 



Contractor’s Approval 
 
 
       
(Signature) Emagined Authorized Representative (Date) 
David Sockol, President 



T/O Manager Erin Laska T/O Manager David Sockol 
Telephone No. (360) 778-2697 Telephone No. (650) 593-9829 



Email: laskae@sao.wa.gov Email: david@emagined.com 
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