Evaluation Scoring

Remember to be consistent with scoring methodolqy

Did not provide an answer

Incoherent, communicates a lack of understanding and/or
capability

Marginal, communicates a weak knowledge, understanding,
and/or capability

Average, communicates an average knowledge,
understanding, and/or capability

Good, communicates that they are good at what they do and
have a good understanding

Excellent, communicates that they are not just good, but
provide value added services and capabilities that may
exceed expectations

Give one score for each question - the average of all scores will be the total points awarded for the interview.
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Average Score

Many of the state agencies and local governments we work with have thick client applications that we test. Can you describe your experience with penetration testing thick client applications?
What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a thick client?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
tested 100s. Clear information would
X 10 need articulated
Our engagements can include testing of SCADA systems. In some cases this testing must be done in production on critical systems such as water or sewer treatment plants. Can you describe your penetration testing
experience with SCADA systems? What are some of the key questions you would have for the client to ensure a smooth valuable test?
doing SCADA for 20 year clear
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent  Evaluator Score information needed articulated
X 10

Our engagements sometimes include testing mainframes. These would typically be legacy applications that support core or enterprise functions, and therefore may not be as stable or robust as more modern
applications. Can you describe your experience with penetration testing mainframes? What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a
mainframe?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
testing since 1990s, clearly
X 10 articlulated infornmation to test
Our engagements sometimes include mobile applications? Can you describe your experience with penetration testing mobile systems? What are some of the key questions you would have for the client to ensure a
smooth and valuable test?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
Have specialized testers for Apple iOs
and Android. Clear articulation of
X 10 needs.
Can you describe a time when something went wrong during a prior penetration testing engagement? How did you find out something went wrong? How did you respond or correct the situation?
What lessons were learned from that event?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
would have liked to hear how they
X 8 helped the client
From time to time we need to have more than one penetration testing engagement going simultaneously- with each engagement likely having internal and external testing with approximately 4-6 applications and
network testing. Would your firm be able to staff this? If so, how much lead time would your firm require? How many penetration staff would you be able to commit to each engagement? How long would it take your
staff to complete a typical penetration test of this size?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

3-4 testers per engagement and two

X 10 to three weeks for testing window
Communication is an important part of penetration testing work, especially because the systems we test are not managed by SAO, but rather our auditees. Can you tell us about any experience you have testing a third-

party application, for example a vendor for your direct client? What type of communication challenges did you face? How did you overcome those challenges?
0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

3-4 testers per engagement and two
X 10 to three weeks for testing window
9.71
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Many of the state agencies and local governments we work with have thick client applications that we test. Can you describe your experience with penetration testing thick client applications?

Question 1 What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a thick client?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10 lots of experience good answer
Our engagements can include testing of SCADA systems. In some cases this testing must be done in production on critical systems such as water or sewer treatment plants. Can you describe your penetration testing
Question 2 experience with SCADA systems? What are some of the key questions you would have for the client to ensure a smooth valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 8 Some experience and can use subcontractors

Our engagements sometimes include testing mainframes. These would typically be legacy applications that support core or enterprise functions, and therefore may not be as stable or robust as more modern applications.

Question 3 Can you describe your experience with penetration testing mainframes? What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a mainframe?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
sounded like most the testing would not be hands on but "shoulder surfing" and asking questions to
X 8 collect data more like an audit
Our engagements sometimes include mobile applications? Can you describe your experience with penetration testing mobile systems? What are some of the key questions you would have for the client to ensure a smooth and
Question 4 valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 8 Good answer but more detail would be better
Can you describe a time when something went wrong during a prior penetration testing engagement? How did you find out something went wrong? How did you respond or correct the situation?
Question 5 What lessons were learned from that event?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

didn't identify lessons learned. Would have liked to hear they helped the client in some way as a
X 8 results for example, understand their environment better
From time to time we need to have more than one penetration testing engagement going simultaneously- with each engagement likely having internal and external testing with approximately 4-6 applications and network
testing. Would your firm be able to staff this? If so, how much lead time would your firm require? How many penetration staff would you be able to commit to each engagement? How long would it take your staff to

Question 6 complete a typical penetration test of this size?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
Can scale up or down depending on needs and request even handle 6 assessments at a time and
X 10 some can be started with very little notice
Communication is an important part of penetration testing work, especially because the systems we test are not managed by SAO, but rather our auditees. Can you tell us about any experience you have testing a third-
Question 7 party application, for example a vendor for your direct client? What type of communication challenges did you face? How did you overcome those challenges?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 8 identified one good communication challenge but there are many.

Average Score 8.57
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Many of the state agencies and local governments we work with have thick client applications that we test. Can you describe your experience with penetration testing thick client applications?

Question 1 What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a thick client?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10
Our engagements can include testing of SCADA systems. In some cases this testing must be done in production on critical systems such as water or sewer treatment plants. Can you describe your penetration testing
Question 2 experience with SCADA systems? What are some of the key questions you would have for the client to ensure a smooth valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 6 2 power one water sewer. Good explanation

Our engagements sometimes include testing mainframes. These would typically be legacy applications that support core or enterprise functions, and therefore may not be as stable or robust as more modern
applications. Can you describe your experience with penetration testing mainframes? What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a
Question 3 mainframe?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10

Our engagements sometimes include mobile applications? Can you describe your experience with penetration testing mobile systems? What are some of the key questions you would have for the client to ensure a
Question 4 smooth and valuable test?

Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10
Can you describe a time when something went wrong during a prior penetration testing engagement? How did you find out something went wrong? How did you respond or correct the situation?
Question 5 What lessons were learned from that event?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
numerous examples testing issues to
breaking something to results
X 10 communication

From time to time we need to have more than one penetration testing engagement going simultaneously- with each engagement likely having internal and external testing with approximately 4-6 applications and
network testing. Would your firm be able to staff this? If so, how much lead time would your firm require? How many penetration staff would you be able to commit to each engagement? How long would it take your
Question 6 staff to complete a typical penetration test of this size?

Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10
Communication is an important part of penetration testing work, especially because the systems we test are not managed by SAO, but rather our auditees. Can you tell us about any experience you have testing a third-
Question 7 party application, for example a vendor for your direct client? What type of communication challenges did you face? How did you overcome those challenges?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
X 10

Average Score 9.43
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Many of the state agencies and local governments we work with have thick client applications that we test. Can you describe your experience with penetration testing thick client applications?

Question 1 What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a thick client?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
10 10
Our engagements can include testing of SCADA systems. In some cases this testing must be done in production on critical systems such as water or sewer treatment plants. Can you describe your penetration testing
Question 2 experience with SCADA systems? What are some of the key questions you would have for the client to ensure a smooth valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

concern with intention to break but will monitor with a SIEM to catch
before it breaks- not sure we can install this on local and state
8 8 networks;

Our engagements sometimes include testing mainframes. These would typically be legacy applications that support core or enterprise functions, and therefore may not be as stable or robust as more modern applications.
Question 3 Can you describe your experience with penetration testing mainframes? What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a mainframe?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
10 10

Our engagements sometimes include mobile applications? Can you describe your experience with penetration testing mobile systems? What are some of the key questions you would have for the client to ensure a smooth
Question 4 and valuable test?

Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
10 10
Can you describe a time when something went wrong during a prior penetration testing engagement? How did you find out something went wrong? How did you respond or correct the situation?

Question 5 What lessons were learned from that event?

Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
would need to install a SIEM to monitor traffic (not sure we can do
that) normal to DOS, blow through firewalls and overload servers. did

8 8 not directly answer b and c.

From time to time we need to have more than one penetration testing engagement going simultaneously- with each engagement likely having internal and external testing with approximately 4-6 applications and network
testing. Would your firm be able to staff this? If so, how much lead time would your firm require? How many penetration staff would you be able to commit to each engagement? How long would it take your staff to

Question 6 complete a typical penetration test of this size?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
8 8
Communication is an important part of penetration testing work, especially because the systems we test are not managed by SAO, but rather our auditees. Can you tell us about any experience you have testing a third-
Question 7 party application, for example a vendor for your direct client? What type of communication challenges did you face? How did you overcome those challenges?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score
8 8 Gave example of AWS or google cloud

Average Score 8.86
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Many of the state agencies and local governments we work with have thick client applications that we test. Can you describe your experience with penetration testing thick client applications?
Question 1 What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a thick client?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

experience given and information they would want then approach which included

X 10 the both what they are looking for and a bit more about what they need to test.
Our engagements can include testing of SCADA systems. In some cases this testing must be done in production on critical systems such as water or sewer treatment plants. Can you describe your penetration testing
Question 2 experience with SCADA systems? What are some of the key questions you would have for the client to ensure a smooth valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score Excellent experience one tester specialized in this in prior job and he works with others that do it. Current clients in this space. Would need full information and gave specifics

X 10

Our engagements sometimes include testing mainframes. These would typically be legacy applications that support core or enterprise functions, and therefore may not be as stable or robust as more modern
applications. Can you describe your experience with penetration testing mainframes? What are some of the key pieces of information you would want from the client to ensure a smooth and valuable test of a
Question 3 mainframe?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

focused on approach but not what information is needed to test. Good
experience was discussed. noted if find an access error testing is over - Erin asked
about type of testing, finding all issues or path of least resistence? Noted can do

X 8 both but identifying all issues is vulnerbility testing.

Our engagements sometimes include mobile applications? Can you describe your experience with penetration testing mobile systems? What are some of the key questions you would have for the client to ensure a
Question 4 smooth and valuable test?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent Evaluator Score

Discussed experience and information needed, similar to thick client and
X 10 approach which touched on information needed.

Can you describe a time when something went wrong during a prior penetration testing engagement? How did you find out something went wrong? How did you respond or correct the situation?
Question 5 What lessons were learned from that event?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent  Evaluator Score

X 10 Is the issue client or tester. firewall routing loop.

From time to time we need to have more than one penetration testing engagement going simultaneously- with each engagement likely having internal and external testing with approximately 4-6 applications and
network testing. Would your firm be able to staff this? If so, how much lead time would your firm require? How many penetration staff would you be able to commit to each engagement? How long would it take your
Question 6 staff to complete a typical penetration test of this size?
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent  Evaluator Score
staffing with 2 testers and writing report as they test so testing takes 4-6 weeks is
long testing window. lead time great, 2-4 weeks, can staff up with more

X 8 employees
Communication is an important part of penetration testing work, especially because the systems we test are not managed by SAO, but rather our auditees. Can you tell us about any experience you have testing a third-
Question 7 party application, for example a vendor for your direct client? What type of communication challenges did you face? How did you overcome those challenges?
no surprises, protocals communicating criticals is agreed to up front with all
parties, great. Really liked - goal is to make them more secure not leave them with
Score 0-no answer 2-lack of understanding 4-Marginal 6-Average 8-Good 10-Excellent  Evaluator Score a list of issues
X 10

Average Score 9.43
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