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Whole-of-State Cybersecurity

Washington faces escalating cybersecurity threats targeting state and local governments
and critical IT systems that support essential government operations, including health
and water systems. Ransomware and similar attacks disrupt essential services and are
expensive to recover from. Many local governments lack the funding, staff and tools to
defend against these threats, leaving communities unevenly protected across the state.

Cybersecurity experts consider a whole-of-state cybersecurity model to be a best practice,
in which state, local and tribal governments share resources, intelligence and expertise. To
date, Washington has begun some central coordination of cybersecurity efforts at the state
level, but coordination remains fragmented and some jurisdictions are more vulnerable
than others.

The challenges of implementing the model have been intensified by the loss of critical
federal funding used to help support whole-of-state approaches to cybersecurity.
Washington has long relied on the Multi-State Information Sharing and Analysis Center
(MS-ISAC) for threat intelligence and security tools, but its federal funding ended in
October 2025. Another federal resource, the State and Local Government Cybersecurity
Grant Program (SLCGP), created to strengthen cybersecurity statewide, is in its final year
and will lapse without congressional reauthorization, creating uncertainty about its future.

Preliminary scope and objectives

This audit examines how Washington can strengthen coordination between state and
local governments, especially critical infrastructure providers, to improve collective cyber
defense. It will identify the partners, needs and structures required for a whole-of-state
approach and may outline a governance model. The audit will also assess which strategic
investments could improve statewide cybersecurity, and how the loss of federal support
has impacted local governments. Finally, it will review leading practices from states that
have built sustainable models despite limited resources.

The audit seeks to answer the following questions:

1. What steps can Washington take to build and sustain a more coordinated whole-
of-state cybersecurity approach that supports critical infrastructure at the local
level?

2. What strategic investments can the state make to enhance local government
cybersecurity capabilities considering the loss in federal support?
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