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A message from the State Auditor
When the drafters of the State Constitution created the Office of the  
Washington State Auditor, they could not have imagined that, 137 years 
later, the fastest-growing field of auditing would be in cybersecurity. 

Yet, technology is critical to providing public services, and our audits  
have become essential elements of overall government cybersecurity  
in the Evergreen state. 

That work began in 2013, aimed at helping Washington governments better 
secure IT systems and improve their overall cyber health. While the individual 
audit results remain confidential so as to not expose system vulnerabilities, 
the high demand for cybersecurity audits speaks to their value.  

As of August 2026, 93 local governments are on our audit waitlist: 42 are 
new to our cybersecurity audits, while 51 received one before and would  
like another. 

Our cybersecurity offerings continue to feature specialized services like  
penetration testing, ransomware resiliency audits, critical infrastructure  
assessments, cyber checkups and more. These services are made possible  
by continued support from the Legislature, which has consistently  
invested in our capacity to do the work. 

We also must adapt to constantly evolving threats, like  
AI-equipped cyberattacks and nation-state actors motivated  
by continued world conflict. In response to these increasing  
threats, we began offering incident response workshops, so  
local governments can learn to prepare for business-altering  
attacks before they occur. Our goal is to help Washington  
governments of all sizes #BeCyberSmart.

This report outlines the bigger picture, as seen by our  
Office during fiscal year 2026. While we cannot forecast  
what new threats are around the corner, we can commit  
to our tried-and-true approach: reinforce the cybersecurity  
basics, test the systems governments rely on, and provide  
actionable feedback to Washington governments. 
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Increased Public Trust in 
Government and Secure 
Government
The vision of the Washington State Auditor’s Office is increased  
public trust in government. Washington state agencies and local  
governments rely on IT systems and the data they process to deliver 
critical public services. Data breaches or attacks on systems that  
compromise those critical services undermine the public’s trust  
in government. 

To support SAO’s vision of increased public trust 
in government, SAO’s cybersecurity audit team 
has conducted cybersecurity performance audits 
since 2013. These audits identify opportunities for 
state and local governments to better secure those 
systems and improve their cybersecurity practices. 
Our team collaborates with governments on these 
audits, resulting in actionable recommendations 
that are tailored to each government based on 
their audit results. 

We accomplish this by: 

Sharing knowledge 
about cybersecurity 
leading practices and  
available resources. 

Scoping audits in a 
flexible manner that 
considers each audit 
client’s individual risk. 

Completing quality 
and timely audits with 
recommendations 
organized by priority. 

Refining methods and 
approaches to stay 
relevant and meet 
emerging needs. 
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Cybersecurity offerings that meet 
current and emerging threats
Over time, our Office has reshaped the cyber work we do to meet 
emerging threats. While these offerings feature varying methods and 
levels of depth, all of them look for ways governments can make their 
IT systems more secure and their IT security better aligned with leading 
practices. Additionally, this work is performed free of charge to those 
governments, and all local governments participate voluntarily. 

•	 Our longest-running audits include penetration testing as well  
as a review of the organization’s IT security controls against leading 
practices. These tailored-scope audits are best suited for larger, more 
mature organizations, and look for opportunities to further improve 
those organizations’ IT security in general. Since 2017, we have used 
the Center for Internet Security’s Critical Security Controls as 
criteria for this leading practice assessment.

The Center for Internet  
Security (CIS) Controls are  
a set of recommended  
actions designed to  
help organizations  
prevent common  
cyberattacks. More  
information is available  
on the CIS website.

•	 We have conducted ransomware resiliency audits since 2023,  
focused on controls specifically tailored to prepare for, defend 
against, and recover from ransomware attacks. These audits are  
ideal for small-to-medium sized local governments looking for  
a “starting point,” and may also include penetration testing. 

•	 From 2022 through 2026, we conducted a type of audit focused on 
critical infrastructure providers, such as water districts and public 
hospitals. These audits were initiated after the federal government 
highlighted the increased threats from nation-state actors due to 
escalating geopolitical conflicts. Critical infrastructure audits are 
meant to find the most accessible paths an attacker could find and 
weaponize to disrupt these critical services. Going forward, we plan 
to incorporate these procedures into our broader cybersecurity 
audits as needed.

•	 SAO’s Center for Government Innovation offers non-audit services  
to local governments looking for assistance with building their 
cybersecurity programs. These include cyber checkups, incident 
response workshops, and a library of additional cyber resources. 
We discuss each of these services in greater detail on page 12.

https://www.cisecurity.org/controls


By the numbers

In fiscal year 2026, we completed cybersecurity audits at:  

4 state agencies and 11 local governments, with more 
audits still in progress. 

Since 2013, we have worked with: 

38 state agencies 
to complete a 
total of

49 audits, and 141 local governments 
to complete a  
total of 

162 local  
government 
audits. 

This work includes audits at: 

•	 51 cities

•	 13 counties

•	 9 school districts or education  
service districts

•	 9 public health or hospital districts

•	 33 water, wastewater, or sewer districts

•	 10 public utility districts

•	 5 housing authorities

•	 And 11 local governments of other  
district types, such as fire districts  
and ports. 

Cybersecurity Rollup Report FY 2026  |  5



What could hackers do?
Hackers often only need to exploit a single weakness in an organization’s systems to 
successfully infiltrate an organization’s network; from there, they can move through 
the network, access the data they want, disrupt operations, or cause other problems. 
This means defenders must consistently assess their risks and weaknesses to ensure 
their organization, and its critical systems, remain uncompromised. Penetration testing 
simulates the tools and techniques that cyberattackers use against organizations. This 
testing provides organizations with valuable insight into which weaknesses are most 
likely to be compromised and therefore should be addressed most urgently.

In fiscal year 2026, our audits have found the following penetration testing results: 
More severe vulnerabilities 
can more easily damage an 
organization.

Critical vulnerabilities may 
be used to immediately 
breach the integrity of  
the environment and/or 
organization, and should  
be addressed immediately.

High severity  
vulnerabilities are serious 
deficiencies that have  
already, can, or most  
likely will result in  
serious breaches in  
the organization’s  
ability to maintain  
its security posture.

While not as urgent, the  
remaining vulnerabilities 
can still harm an  
organization, especially 
when chained together.

Aggregated Penetration Test Results; Audits Completed in FY2026

Severity Critical High
Medium, Low, and 
Informational

Total

Count 6 55 335 396

Since 2017, our audits have found the following penetration testing results:

Aggregated Penetration Test Results; Audits Completed Since 2017

Severity Critical High
Medium, Low, and 
Informational

Total

Count 94 944 3,821 4,859

Many of the governments we have audited – particularly state agencies –  
have improved their overall cybersecurity maturity in the last few years.  
These improvements in security coincide with a smaller proportion of  
overall penetration test results rated as critical or high severity. Moreover,  
many state agencies and local governments report remediating the most  
significant of these vulnerabilities by the time the audit concludes.
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What else are we seeing?
In addition to our audit results, we have observed broader  
developments across state agencies and local governments 
which affect their overall security posture. 

Culture helps drive success

The organizations that perform best generally have  
cohesive IT teams, good communication among team  
members, and strong support from management and  
leadership. These organizations have made calculated,  
intentional investments over time to improve their  
security, and they are now reaping the benefits.

Many local governments and state agencies are increasing  
their commitment to cybersecurity, resulting in improved  
security postures. As awareness of cyber risk has spread  
beyond the confines of IT departments, members of  
management and leadership have grown to learn that  
cybersecurity is critical to operations and needs to be a  
strategic priority.  As a result, more governments are willing  
to dedicate funding and incorporate security into planning,  
leading to an investment in people and tools for cybersecurity.
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•	 Some Washington governments are still struggling

	◦ Some governments, particularly those with fewer IT  
and security staff, react to cybersecurity issues instead of 
anticipating them. These governments often lack policies 
and procedures documenting their existing or intended 
security practices. They aren’t able to fully leverage their  
existing security tools because they lack time and resources 
to research, implement, and optimally manage them.  
These constraints also affect a government’s ability to  
plan strategically, such as making informed investments  
in new technology and employees.

	◦ Some small local governments providing critical services  
to their communities are wholly dependent on third party 
service providers for their IT operations and IT security. 
Without IT or IT security experts within the government, 
it is challenging for these governments to ensure their 
IT vendors follow best practices and secure the govern-
ment’s critical operations. 

•	 Regional hiring difficulty

	◦ Some local governments outside of the greater Seattle  
area have told us it is hard to hire experienced staff,  
especially compared to governments closer to the greater 
Seattle area, where the pool of candidates includes people 
who have worked for large tech companies or the United 
States military.  

•	 Reduced federal support can compound these issues,  
especially for local governments

	◦ Federal funding cuts significantly affected certain free  
services offered by the Multi-State Information Sharing  
and Analysis Center, which now requires state and local  
governments to buy a subscription in order to access  
services such as threat intelligence, incident response  
and more. These services are crucial for helping state  
and local governments stay protected against current  
and emerging threats, allowing them to prioritize their 
cyber defenses accordingly. 
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The duality of artificial intelligence
Artificial intelligence (AI) has the potential to significantly  
accelerate both cyberattacks and cyber defenses, and has 
already become a key tool used by attackers and defenders.

Attackers already use AI to write custom malware, craft better phishing emails, 
and even to support espionage operations – for example, by creating fake job 
applicants to gain access to targeted organizations.

AI might also allow attackers to move at unprecedented speeds.  
The most powerful frontier AI models can dissect code, identify 
new vulnerabilities, and exploit those vulnerabilities with the 
effectiveness of the most skilled hackers, but with much 
greater speed. While some of these models have guardrails 
and tightly controlled access to prevent misuse, others may 
not, thereby granting attackers significant capabilities.

Some frontier models, such as Anthropic’s Mythos used 
through Project Glasswing, are already helping defenders. 
These tools are used to discover new vulnerabilities in widely 
used software, such as software from Microsoft, Google and  
Apple, enabling vendors to patch issues before they can  
be exploited. 

On a more operational level, defenders can use AI to more quickly  
identify known vulnerabilities, enhance threat detection, and enable  
faster and more accurate responses to attacks. 

State and local governments are often deliberate as they move to adopt  
AI tools, more so than other sectors. This slower adoption helps ensure  
governments’ use of AI doesn’t disrupt operations or violate security,  
privacy, or ethics requirements, but it also means those governments  
may be a step behind their prospective attackers.  

However, front-line defenders are working to catch up, and will have much 
broader access to AI capabilities. In turn, these AI tools will help governments 
better identify and respond to the AI-enabled threats already posed by attackers.
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The basics still matter
While AI is accelerating the rate of cyberattacks as well as defense capabilities,  
the basic tenets of cybersecurity still remain important. Many cybersecurity  
frameworks, created by groups of private- and public-sector stakeholders,  
help organizations establish and maintain robust cybersecurity practices.  
While these frameworks often vary widely in terms of their breadth, depth,  
and scope, many of them share four basic principles:

1.	Know what you have, such as your hardware, software, data, accounts,  
physical locations, or contracts with vendors. Knowing key information  
about these assets (and liabilities) is the fundamental first step toward  
understanding the risks facing your organization.

2.	Secure those things through methods including patching vulnerabilities, 
securely configuring devices, controlling administrative privileges, disabling 
unused or unnecessary accounts, segmenting networks, and requiring  
strong passwords and multifactor authentication, among other practices.  
These practices are the first line of technical controls intended to stop, or  
at least slow down, an attack.

3.	Monitor what you have by logging and reviewing activities on your  
systems, and setting up alerts to flag anomalous behavior. Establishing  
baselines of “normal” network activity, then centralizing those alerting  
and logging of anomalies, help streamline detection.

4.	Prepare for the worst because it is often a matter of “when” and not “if.”  
Preparing includes:

a. 	 training all employees on security fundamentals (such as reporting 
suspicious emails)

b. 	establishing, practicing, and refining an incident response process

c. 	 maintaining robust, isolated backups and regularly testing them

d. 	purchasing cybersecurity insurance

e. 	having partners (like law enforcement, professional cybersecurity  
services, and others) prepared and ready to respond in the event  
of a cybersecurity incident.
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Cyberattacks are costly to 
Washington governments
What we’re seeing

In 2016, our Office began receiving reports of losses related to  
cybersecurity incidents at state agencies and local governments.  
Since then, we’ve received reports of:

Over 330 cybersecurity incidents resulting in financial losses.  
Notably some governments experience multiple incidents, while  
others do not report their incidents.

Total losses exceeding $41 million. Some money has been recovered,  
either from the government’s bank or its insurance company. 

During 2025, our Office received 47 of these loss reports from 
Washington governments totaling over $2 million.

These incidents include over $1.4 million in illegitimate vendor, 
payroll, and gift card payments, as well as $450,000 related to 
ransomware.

Vendor payment,  
payroll, and gift card 
losses occur when an 
attacker manipulates or 
tricks an employee into  
paying a forged vendor 
invoice, changing the 
bank information for 
direct deposit payments, 
or sending the attacker a 
prepaid gift card.

What we’re doing

We complete a brief follow-up with every government that reports  
a loss from a cybersecurity incident, and provide the government  
with suggestions for improving its security controls and how it can  
reduce risk.

Additionally, in 2022, we adjusted our audit process to address the  
losses stemming from incidents related specifically to vendor payments, 
payroll, and gift cards. Once a government reports such a loss, our Office 
adds an audit component to the government’s next regularly scheduled 
audit cycle. These often result in recommendations to the affected  
governments designed to prevent future cyber losses.

Since 2022, we’ve examined and made recommendations related  
to 106 incidents totaling $7,811,143.

Cybersecurity Rollup Report FY 2026  |  11



Additional free services to 
improve cybersecurity
•	 In addition to audits, SAO’s Center for Government Innovation 

provides a variety of services free of charge to local governments 
to help them improve their cybersecurity. These include:

	◦ Cyber checkups – Quick and broad assessments designed to 
provide an overall look at a local government’s cybersecurity 
and identify general areas of improvement. These checkups  
are applicable to organizations of all sizes, but are best suited  
for smaller organizations with limited resources who are  
looking to get started, and who may be interested in a more 
comprehensive cybersecurity audit later. In 2025 and 2026,  
the Center completed 31 cyber checkups. To date, our Office  
has provided over 100 cyber checkups at Washington local  
governments. 

	◦ Incident response training – Because local governments  
requested help preparing for cyber events, the Center has  
begun to offer interactive sessions intended to flesh out these 
governments’ incident response plans. These sessions focus on 
the roles and responsibilities of different business units within 
an organization, establishing a command structure, classifying 
incidents based on severity, and reporting incidents to authorities, 
among other topics. This presentation is intended for local  
governments with at least one full-time IT employee.

80% of governments that 
received a cyber checkup 
were found to need new 
or improved incident 
response plans.

	◦ SAO’s Cyber Resource Library –  
A collection of clear, concise guides  
and targeted summaries of key 
considerations and activities  
to improve local governments’ 
cybersecurity. These summaries are 
framed around various roles within an 
organization – such as human resources, 
finance, legal, and other departments –  
so that employees in various roles can  
better understand how to support their 
organizations’ cybersecurity.
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Performance audits  
examining cybersecurity 
in other ways
We are currently conducting a performance audit examining  
how Washington can strengthen coordination between  
state and local governments, including critical infrastructure  
providers, to improve collective cyber defense. The audit  
will identify the partners, needs and structures required for  
a whole‑of‑state approach and may outline a governance 
model. The audit will also assess which strategic investments 
could improve statewide cybersecurity, how the loss of federal  
support has impacted local governments, and it will seek  
to identify leading practices from states that have built  
sustainable models despite limited resources. 
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Washington State Auditor’s Office  
P.O. Box 40031 Olympia WA 98504 

sao.wa.gov

564-999-0950  

https://sao.wa.gov/
https://sao.wa.gov/

