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Dear Mr. Nixon,

The Office of the Washington State Auditor has completed our response to your
public records sent in via our website, as follows:

I am looking for any communications and documents involving the
Auditor and RCW 40.14.060 in regards to the 7-Day retention policy of
Teams chats. I'm looking for any approval given by the Auditor to modify
the retention of Teams chat to a 7 day retention. This search should
include, but not be limited to, emails, text messages, memos, voice
messages, phone call logs, video call logs, messages on any internet,
meeting notices and associated meeting notes, phone app
communications or file sharing (including but not limited to TEAMS
Messages, Slack, Zoom, Signal, What's App or any other encrypted
messaging application), social media communications (including any
posts, shared files or photos/pics, and direct messages) whether on a
publicly paid device or a personal one if used to discuss the matters
listed above.

In response, we have attached all the responsive records found to fulfill your request
with us. Please let us know if you have any questions, concerns or issues regarding
this request. We will now consider this closed.

Sincerely,

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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Chat Retention Decision Memo.pdf

To: Pat McCarthy, State Auditor
From: Raylene Wilson

Date: August 30, 2023
Subject:Retention of TEAMS chats

Summary
SAO has written policies related to retention of records. The purpose of this memo is to document the
decision made to continue with a 7 day retention period for TEAMS chats.

Retention Policy of Microsoft Teams Chat

A 7 day retention policy was applied to Microsoft Teams Chat tenant wide when state agencies first
implemented the software. This decision was made by the WARIM group. At the time, Microsoft only
allowed one retention policy to be applied to the entire tenant.

WaTech informed the eDiscovery group August 2023 that Microsoft is now allowing multiple retention
policies for Microsoft Teams Chat and each state agency may apply a different policy if they choose to
do so. As have many state agencies, SAO has made the decision to stay with the 7 day retention policy.

Retention Policy Decision Reasoning

Teams Chat is to be used for informational/ transitory communication items only. SAO has captured
these expectations in the SAO Records Management policy, SAO Central News postings and the Records
Management training. These expectations have not changed therefore SAO does not have a need to
adjust the retention policy for Teams Chat.

In addition, there would be negative repercussions to the PRR teams workload by adjusting the
retention policy to a longer length than 7 days. The amount of time needed would be extensive to run
the search, export the information and conduct a 1% review and 2™ review for content that is transitory.

Cc: Members, SAO Executive Team











How SAO manages public records when it comes to Microsoft Teams Chats.pdf

From: McCarthy, Pat (SAQ)

To: SAO DL All Staff
Cc: Blair, Teri (SAO
Subject: How SAO manages public records when it comes to Microsoft Teams Chats—
Date: Wednesday, December 13, 2023 4:11:30 PM
Attachments: image001.png
imaae002.png
Team SAOQO,

At SAO we pride ourselves in always being professional and respectful in our communication,
regardless of medium. In addition, our Office value of transparency reminds us how important
it is to manage our records in accordance with state laws around public disclosure and
document retention. The addition of Teams Chat to our suite of Microsoft business tools has
helped us as we work in our hybrid environment, but it also is a new communication medium
that requires ongoing attention to manage well.

To that end, today we're starting a series of tips and reminders about public disclosure,
document retention, and how they relate to Teams Chat. A new post on SAO Central goes into
detail and includes links to some reference guides we’ve put together. This guidance is
intended to help, but just like a lot of our duties, use of Teams Chat requires professional
judgment based on law and policy.

Consider this the start of a regular #WeAreSAO conversation around public records and Teams
Chat.

First, here’s a rule of thumb I've always used when it comes to public records: The public
needs to be able to learn why government does what it does, no matter what form that
information takes. If that explanatory information exists only in a Teams Chat that disappears
after seven days, we aren’t meeting our public duty. Teams Chat helps us work efficiently —
but taking care with how you use it will help you avoid burden when managing records.

Second, our policy states that Teams Chat is only for transitory communication, but that is a
distinction only related to record retention. It is not a distinction that matters for public
disclosure. In other words, here’s a second rule of thumb: Transitory communications are
disclosable in response to a public records request.

With those rules of thumb in mind, head over to SAO Central for more. And as always, thank
you for your dedication to serving Washingtonians.

&t

Pat McCarthy
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https://stateofwa.sharepoint.com/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Forms/AllItems.aspx?id=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished%2FRespectful%20Work%20Environment%2Epdf&parent=%2Fsites%2FSAO%2DCentral%2FAdministrative%20Policies%20and%20Procedures%2FPublished


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2F_assets%2Farchives%2FRecordsManagement%2Fstate-government-general-records-retention-schedule-v.6.2-(august-2021).pdf&data=05%7C02%7Cleiderm%40sao.wa.gov%7C214688d4eb04442c9a2b08dbfc392fe3%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638381094900080985%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Tc6TBNEJFRyUngnHrgDMRxAkj3F9Zbyv9ewUUiJnoOE%3D&reserved=0





















Washington State Auditor, Office of the Washington State Auditor
(360) 688-6509 cell | Pronouns: She, Her, Hers

We're on social! Follow us on Facebook, Twitter and LinkedIn.
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Microsoft Teams Chat Guidance.pdf

DRAFT
November 2023
Status: Ready for Cabinet feedback and possibly Pat approval

[Proposed \Pat all-staff email

Subject line:

How SAO uses Microsoft Teams Chats
Body of email:

Team SAO,

At SAO we expect all communication, regardless of medium, to be professional. In addition, our Office
value of transparency reminds us how important it is to manage our records in accordance with state
laws around public disclosure and document retention. The recent addition of Microsoft Teams Chat as a
business tool has helped us as we work remotely, but it also is a new medium that requires ongoing
attention to manage well.

To that end, we’ve put together some high-level guidance to help you sort the use of Teams Chat,
document retention, and the 7-day retention window. A new post on SAO Central will go into some
detail, and share two new pieces of guidance that will lateritwill-reside in the Records portion of the
Government Affairs SharePoint Online site.

This guidance is intended to help, but just like a lot of our duties, use of Teams Chat requires
professional judgement based on grounding in law and policy. And we must be clear that just because
our policy states that Teams Chat is only for transitory communication, that is a distinction only related
to record retention. It is not a distinction that matters for public disclosure.

Transitory communications are disclosable in response to a public records request.

With that in mind, head over to SAO Central for more. And as always, thank you for your dedication to
serving Washingtonians.

Pat

Proposed SAO Central Post

Headline:
Information and guidance on use of Teams Chat

Body of post:

Commented [KC1]: Need further simplification; need
layered comms for 7 times / 7 ways; crosswalk is at the
bottom of the pyramid (this was a sound document but
maybe too much for some folks); what we're missing is that
simple clear messaging to start

ALSO NEED TO CONSIDER TIMING/TEMPO of messages

FIRST MESSAGES: Broaden away from chat -- not too broad
but connect Chat to values; Start with, we're gonna talk
about professional comms and the tools we use; Chat is the
newest tool but it's a great time to refresh ourselves on
what communication we need to keep and why; what we
will disclose and why; and how to make sure you stay on
track; tone is breezy

Idea: Adjust messaging further to make clear there's a
difference between retention and disclosure

Idea: How to MANAGE chat -- like you do email -- it's OK to
ignore it by turning off all the notifications / pings or set a
team culture of if it's urgent, TAG ME

Idea: "did you know?" surprising things on the retention
crosswalk

Idea: regular SAO Central posts with examples?

Idea: "Get out of chat" phrasing ideas

Idea: Periodic videos -- one recorded on email -- 5 minutes
on how to clean up your inbox; one recorded on the

retention crosswalk specific to chat; ONCE A QUARTER
VIDEOS with a prize!
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As Auditor McCarthy said in her email to all staff, SAO expects all communication, regardless of medium,
to be professional, as well as managed in accordance with state laws around public disclosure and
document retention. This brings us to Microsoft Teams Chat.

Below you’ll find some high-level guidance to help you sort the use of Teams Chat, document retention,
and the 7-day retention window. These documents are intended to help, but they are not an exhaustive
list of what is and isn’t appropriate for Teams Chat. Just like a lot of our duties, this requires professional
judgement based on grounding in law and policy.

Remember: Transitory communications are disclosable in response to a public records request.

While Teams Chat’s GIFs and emojis make it easier for a conversation to feel casual, no business
conversation ever is. We can’t deny public disclosure of things that are unprofessional or, frankly,
embarrassing. So, if you’re communicating about things that you’d rather your colleagues, peers,
supervisor, clients, or the public not see because it’s unprofessional or embarrassing, it’s best not to
communicate it at all.

A quick refresher: What is a public record?

State law (RCW 42.56, the Public Records Act) describes public records as “Any writing containing
information relating to the conduct of government or the performance of any governmental or
proprietary function.” In other words, public records are things that help the public understand why
government does what it does. Along with traditional documents, “any writing” includes emails,
voicemails, videos, text messages —and Teams Chats.

SAQ’s document retention schedule helps us determine what public records we must keep for how long,
and which ones we don’t need to keep for public understanding or posterity. This is where “transitory”
comes in. Transitory simply means we don’t have retention requirements to keep the record. But Teams
Chats are, by definition, a public record. If a records request comes in and we still have the record, we’re
required by law to provide it.

How do | make sure | don’t put something in Teams Chat that should be retained in another way?

Here’s one quick test. Ask yourself, is this chat:

e With a person or group of people who are external to SAO, and we will be discussing things that
may affect my work in some way?

e Leading to a decision that will affect my work in some way?

e Atopic that is likely to come up again and you may need to validate what you communicated?

If you answered yes to any of the above, you should not use Teams Chat as a communication channel for
those topics.

It’s also possible you answered “no” to the questions above, and you still shouldn’t use Teams Chat for
what you’re planning. So, we’ve created a one-page reference guide as well as a crosswalk to our
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retention schedule that will assist you in answering some questions you may have around Teams

Chat.marked ur-officia o
i - Again, these are not exhaustive.

What do | do if | think I've put something worth preserving into chat?

If you receive or inadvertently send communication in a Teams Chat that needs to be retained, make
sure to save a copy of the communication outside of Teams Chat to ensure preservation. Here’s how to
do it: On the Chat message in question, click the three dots. You will get this option menu, and you
simply click “share to Outlook.”

i ¢/ Reply
<2 Pin
[ save this message

B Mark as unread

&3 Share to Outlook

@3 Translate

More actions >

Other Frequently Asked Questions:

If I have to keep a Teams Chat, why can’t | just take a snip of it?

L]

o Asnip, or a screenshot or other “image” taking actions, does not preserve necessary
metadata of the record. By using the Share To Outlook feature, we retain more
information necessary to preserve the record.

e | have a Teams Chat that is a duplicate of something in the work papers for the audit that | am

working on. Do | need to keep the chat?

No. If it is a duplicate, copy or a draft of an item that will be preserved in TeamMate, you
do not need to retain the chat as well.

A client sent me a message on Teams Chat stating concerns about their audit. How should |

o

proceed?
Use the “Share To Outlook” function and send that chat to your email. Then, you can

continue the conversation with the client from Outlook.

o

More information
If you have additional questions, please reach out to Raylene Wilson, Legislative and Records Manager.

Please take a few [minutes\ to check out our new Teams Chat Guidance.pdf as well as the

RetentionSchedule TeamsChat Crosswalk.pdf.

The Washington Coalition for Open Government also has a series of short videos on public records, from
the perspective of people asking for them. It might be helpful to watch these to help you evaluate the
records you create and work with: https://www.washcog.org/video-resources

/

/
/
/

%

/
/
/
/
/
/
/

/ /{ Commented [KC3R2]: There is no harm in doing both. J

/| Commented [W(2]: | am not a huge fan of the videos. |

would prefer to point staff in the direction of materials we
have created.

| Commented [KC4R2]: I'm also investigating whether SOS

has anything helpful -- there is SO much on their website
that it's overwhelming.

Commented [W(5R2]: SOS has really helpful retention
videos, but as far as Teams Chat specific....not really. They
focus on "retain content that needs to be preserved
regardless of medium".





mailto:wilsonr@sao.wa.gov


https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/Teams%20Chat%20Guidance.pdf?csf=1&web=1&e=BlMbLA


https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/RetentionSchedule_TeamsChat_Crosswalk.pdf?csf=1&web=1&e=8cCOMv


https://www.washcog.org/video-resources









PRR6101_TeamsChatsEmails.pdf
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V.

For the best experience, open this PDF portfolio in
Acrobat X or Adobe Reader X, or later.

Get Adobe Reader Now!





http://www.adobe.com/go/reader








From: Wilson, Raylene (SAQ)

To: Pritchard, Brandi (SAQ)

Subject: M365 Resources

Date: Wednesday, October 12, 2022 9:23:00 AM
Attachments: image001.png

Microsoft 365 Resources

Introduction to M365

« How to find stuff in M365 Windows 10 (video)

Using Teams and M365 to work remotely (video)
Accessing Office.com video

Adding Work Email to your Android phone IPhone FAQs

Using the desktop apps to collaborate (video)
M365 Home Use Employee Discount

How to share and collaborate

« Share and collaborate video
o Best practices for collaborating with M365

One Drive

o What is OneDrive video

Upload files and folders video

OneDrive Mobile ap Work from anywhere video
Share files and folders with M365 video
Enabling OneDirive in file Explorer

Upload and save file and folders to OneDrive
SAQ Acceptable Data Storage Locations

Teams

How to Install Teams Mobile app for Android or iphone
Connecting to a Teams meeting as a Guest

SAQ Backgrounds for Teams

/ Day Chat Retention
Teams Telephony Quick Guide
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https://support.microsoft.com/en-us/office/find-your-documents-apps-and-more-with-search-b1ffd742-60ca-4e8c-8d29-e679dba375f1?wt.mc_id=otc_m365basics



https://support.microsoft.com/en-us/office/work-remotely-with-microsoft-365-164946c8-a47a-470e-a0b4-feb12a2eea04



https://support.microsoft.com/en-us/office/video-get-started-fast-at-office-com-66a288c1-b313-4a18-9621-dc378264232e



https://stateofwa.sharepoint.com/:b:/r/sites/SAO-PilotGroup/Shared%20Documents/Resources/Exchange%20Online/Adding_Email_to_Personal_Android_Phone.pdf?csf=1&web=1&e=51qpPu



https://stateofwa.sharepoint.com/:b:/r/sites/SAO-PilotGroup/Shared%20Documents/Resources/Exchange%20Online/Adding_Email_to_Personal_iPhone.pdf?csf=1&web=1&e=30q0TY



https://stateofwa.sharepoint.com/:b:/r/sites/SAO-PilotGroup/Shared%20Documents/Resources/Exchange%20Online/Microsoft_365_EOMailbox_FAQ.pdf?csf=1&web=1&e=y5pxjx



https://support.microsoft.com/en-us/office/using-the-desktop-apps-16ccf5c7-7bba-4c8b-a712-45698b761fa8?wt.mc_id=otc_m365basics



https://desitsupport4u.des.wa.gov/hc/en-us/articles/360000368434-Microsoft-Home-Use-Program
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https://support.microsoft.com/en-us/office/what-is-onedrive-work-or-school-10f5c3fd-b0f6-40e2-9059-04735ffe01b7?wt.mc_id=otc_onedrive



https://support.microsoft.com/en-us/office/upload-files-and-folders-in-onedrive-work-or-school-5bd927ad-d186-495c-93e8-7ca116fe7b83?wt.mc_id=otc_onedrive



https://support.microsoft.com/en-us/office/onedrive-mobile-app-26669556-00a4-4e02-a42d-f6ea01452a06?wt.mc_id=otc_m365basics



https://support.microsoft.com/en-us/office/share-files-and-folders-with-microsoft-365-business-72f26d6c-bf9e-432c-8b96-e3c2437f5b65?wt.mc_id=otc_onedrive



https://stateofwa.sharepoint.com/:w:/r/sites/SAO-PilotGroup/_layouts/15/Doc.aspx?sourcedoc=%7b18BA5B4E-D05A-4E12-A5F4-B99247563BC8%7d&file=Howto_MicrosoftTeamsMobileApp_Phone_Install_v2.docx&action=default&mobileredirect=true



https://support.microsoft.com/en-us/office/upload-and-save-files-and-folders-to-onedrive-a1397e56-61ec-4ed2-9dac-727bf8ac3357



https://stateofwa.sharepoint.com/:w:/r/sites/SAO-PilotGroup/Shared%20Documents/Resources/Data%20Storage%20and%20Permissions/SAO%20Acceptable%20Data%20Storage%20Locations.docx?d=w58c93a52cf4d4dd2b3ba69e9f3bb742a&csf=1&web=1&e=CLTBhM
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https://stateofwa.sharepoint.com/sites/SAO-PilotGroup/Shared%20Documents/Forms/AllItems.aspx?csf=1&web=1&e=spUaWf&cid=103b3fd5-e438-436c-b1f5-48dd52c747cf&FolderCTID=0x0120007E29B343AB9C5D40AB7CEC79A29CB136&id=/sites/SAO-PilotGroup/Shared%20Documents/Resources/Teams%20and%20OneDrive/Connecting_To_Teams_Meeting_As_Guest.pdf&viewid=7f23a0e7-7b1b-4805-97f6-b2bf4d35d758&parent=/sites/SAO-PilotGroup/Shared%20Documents/Resources/Teams%20and%20OneDrive
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SharePoint Online

e What is SharePoint Online video
e Create a Team or Communication site video
e Create and share files in a library video

Thanks,

Raylene Wilson
Legislative and Records Manager
Office of the Washington State Auditor

(564) 999-0810 | www.sao.wa.gov
Legislative | Legal | Records






https://support.microsoft.com/en-us/office/what-is-sharepoint-c17b6824-cc22-478f-8757-497cc6b57121?wt.mc_id=otc_sharepoint



https://support.microsoft.com/en-us/office/create-a-team-or-communication-site-551e190a-8fbe-47ae-a88a-798b443c46b1?wt.mc_id=otc_sharepoint



https://support.microsoft.com/en-us/office/create-upload-and-share-files-in-a-document-library-98cb2ff2-c27e-42ea-b055-c2d895f8a5de?wt.mc_id=otc_sharepoint



http://www.sao.wa.gov/



http://www.sao.wa.gov/










From: Skelton, Michael (SAO)

To: Minor, Heather (SAQ); Welling, Matthew (SAQO)
Date: Monday, July 19, 2021 12:55:59 PM

This overview explains the Enterprise Shared Tenant Teams 7-day Chat Retention Policy behavior
and suggested workarounds.

Should we remove "workarounds" and just say "This overview explains the Enterprise Shared
Tenant Teams 7-day Chat Retention Policy behavior."

Also, I like the "Hey Hey we're the Munnkees!" channel you selected





mailto:michael.skelton@sao.wa.gov
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From: Needham, Davis A. (DOC)

Cc: Marshburn, Julia (RCO); Jones, Cynthia L (DFI); Bourdon, Carissa M (DFW); Jackson, Megan (DOL); Lee, Tammy
S (LNI

Subject: WARIM September Forum - today"s meeting

Date: Thursday, September 22, 2022 8:08:18 AM

Attachments: image001.png

Retention Label issue - Deleted Items.msg
image002.png
image003.png
image004.png

The Washington Records and Information Managers (WARIMO Forum serves to unite fellow
Records Officers and strengthen records management throughout the state of Washington.
Our goals are to ensure continuity, cooperation, and consistency of records management
standards, as well as support and champion fellow records professionals.

Hello WARIM, Happy Thursday!

September Forum today

During today’s September forum meeting we will discuss the following:
o Retention Label issue — Deleted Items. Please see the attached message sent last

week to members to the Washington State Shared tenant for more information.

e Teams connected applications and features. Discussing the results of recent testing
being done on applications and Teams internal features to see if they are
discoverable, where the created records are stored, and if the records can be
managed. Please note that presented information is the result of independent testing
conducted by Washington State employees. Additional testing and verification is
encouraged by WARIM members and their organizations. The WARIM technical team
is planning to share this document with Microsoft and verify its contents.

o Community questions — Survey engagement.
¢ Additional topics or questions.

ff you are unable to join today’s meeting over Teams, you can join over the phone +1564-999-
2000,,128776083# conference ID: 128 776 083#

-
! Reminders

Meet the New State Archivist. Washington State Archives invites you to an Online Meet the
New State Archivist event at 1pm October 6, 2022

Join us online to meet Heather Hirotaka, our new Washington State Archivist. Hirotaka will
highlight how her experience as a longtime public servant has prepared her for her new
role; share her vision for connecting more people to the Archives and preserving
Washington’s amazing history; and answer questions from attendees. You can register for
the event at: Training Signup - Washington State Archives - WA Secretary of State.
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https://gcc02.safelinks.protection.outlook.com/ap/t-59584e83/?url=https%3A%2F%2Fteams.microsoft.com%2Fl%2Fmeetup-join%2F19%253ameeting_MjcyYTQ0NDktMjI0Yi00NTBlLTk2ODItYzlhMDY0NDkwZTY0%2540thread.v2%2F0%3Fcontext%3D%257b%2522Tid%2522%253a%252211d0e217-264e-400a-8ba0-57dcc127d72d%2522%252c%2522Oid%2522%253a%252224f7bada-3ec6-4749-bd5e-e04576bb8809%2522%257d&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=15DQb%2FW8wDGP%2B2qUZUhtvRsF3pSOjBvgxunRWmAxRpw%3D&reserved=0



tel:+15649992000,,128776083#



tel:+15649992000,,128776083#



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2Farchives%2Frecordsmanagement%2Ftrainingsignupform.aspx%3Fs%3D1107&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=HVXBRQ%2FPj8Uaxw1iqHjr9oG7A8xAT5q5hMd3VQUKEWA%3D&reserved=0

















Retention Label issue - Deleted Items




					From




					Needham, Davis A. (DOC)




					To




					Sciba, Jennifer (ACB); Cleveland, Barb (OAH); Scoggin, Tiffany (OAH); Potwin, Pamela (AGR); Graham, Vicky (AGR); Gonzales, Amber (AGR); Dudman, Jamie (DAHP); Wolfe, Joseph (ARTS); Leider, Mary (SAO); Brown, Jeannie (DSB); Turnbow, Kathleen (CFC); Carlson, Denise (DCYF); DeHart, James (DCYF); Bailey, Stacia (DCYF); Patrick III, Gina (COM); Cook, Cindy A. (DOC); Vaughan, Denise L. (DOC); Needham, Davis A. (DOC); dzable@cjtc.wa.gov; Kasper, Jason M. (ECY); Page, Robert (ESD); Dunbar, Kevin (ESD); Lemcke, Aji R (ESD); Kok, Emily (ESD); Bodnar, Katherine (ESD); Goldes, Harold (DES); Thompson, Rachel (DES); Campbell, Melynda (DES); Coverdell, Nancy (ELUHO); Jones, Cynthia L (DFI); Montgomery, Debbie K (DFI); Patterson, Sarah E (DFI); Williamson, Isaac B (DFI); Wieland, Anita (OFM); Bigelow, Rosie (DFW); Masias, Anne Marie (DFW); Bourdon, Carissa M (DFW); McDermott, Kelly E (DFW); Husted, Katherine (GMB); Sullens, David J (DOH); Hayes, Jesse L (DOH); Taliaferro, Catherine  (HCA); Irey, Peter (HCA); Siguenza, Maria (CHA); Hernandez, Myra (CHA); Siguenza, Maria (CHA); Ralph, Debbie (HUM); Lindstrand, Laura (HUM); Gonzales, Deborah (HUM); McLaughlin, Jasmine (BIIA); Santos, Erin (BIIA); Murphy, Alyssa (SIB); Day, Tish (SIB); Lee, Tammy S (LNI); Bell, Matthew L (LNI); Ward, Jessica M (LNI); Burkhart, Jessica (LEOFF); Jackson, Megan (DOL); Landis, Karen (DOL); Abuan, Eugene (DOL); Norton, Melissa K (LCB); Price, Audrey (LOT); Weeks, Kristi (LOT); Petruska, Bernadette E (MIL); Whaley, Cynthia (MIL); Hallengren-Sawyer, Jenny (DNR); Thrasher, Brian (PARKS); Peterson, Nicole (Parks); VanEvery, Xyzlinda (PLIA); Gillespie, Shanan (BRPELS); Miller, Ashley (PDC); Atchison, Charity (PERC); Tucker, Diane (PERC); Ross, Denise (PSP); Sonnier, Charisse (PSP); Marshburn, Julia (RCO); Ricchio, Mike (DRS); Craig, Johnna (DRS); Guerin, Tracy (DRS); O'Brien, Kellie (DRS); Fox, Kelly (DOR); McCoy, Anika (DOR); Collette, Josh (WSSDA); McDaniel, Rachel (BTA); Nelson, Geri (WTSC); Mendez, Brenda (TRE); McDaniel, Jennifer (DVA); Foreman, Julie (BVFF); Hall, Crystal (WSAC); Southworth-Schultz, Brianna (WaTech); White, Millie (WaTech); Cuoio, Aaron (WaTech); Beers, Jason (WaTech); Wollen, Erica (WTB); Wollen, Erica (WTB); Smith, Ryan (UTC)




					Cc




					Marshburn, Julia (RCO); Jones, Cynthia L (DFI); Bourdon, Carissa M (DFW); Lee, Tammy S (LNI); Sackett, Scott; Abuan, Eugene (DOL)




					Recipients




					jennifer.sciba@acb.wa.gov; barb.cleveland@oah.wa.gov; tiffany.scoggin@oah.wa.gov; PPotwin@agr.wa.gov; VGraham@agr.wa.gov; AGonzales@agr.wa.gov; Jamie.Dudman@dahp.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=35292bbdadd14201ba0db9a6dd79795b-Wolfe, Jose; leiderm@sao.wa.gov; Jeannie.Brown@dsb.wa.gov; kathleen.turnbow@cfc.wa.gov; denise.carlson@dcyf.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=c9f09d357eb941d9a40d5bb566999c07-DeHart, Jam; stacia.bailey@dcyf.wa.gov; gina.patrickiii@commerce.wa.gov; cacook1@DOC1.WA.GOV; dlvaughan@DOC1.WA.GOV; daneedham@DOC1.WA.GOV; dzable@cjtc.wa.gov; jaka461@ECY.WA.GOV; robert.page@esd.wa.gov; kevin.dunbar@esd.wa.gov; adrianne.lemcke@esd.wa.gov; emily.kok@esd.wa.gov; katherine.bodnar@esd.wa.gov; harold.goldes@des.wa.gov; rachel.thompson@des.wa.gov; melynda.campbell@des.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=3e71a0a838a6438ca4b7e85bcba0b098-Coverdell,; cynthia.jones@dfi.wa.gov; debbie.montgomery@dfi.wa.gov; Sarah.Patterson@dfi.wa.gov; isaac.williamson@dfi.wa.gov; Anita.Wieland@OFM.WA.GOV; Rosie.Bigelow@dfw.wa.gov; Anne.Masias@dfw.wa.gov; Carissa.Bourdon@dfw.wa.gov; Kelly.McDermott@dfw.wa.gov; katherine.husted@wsgc.wa.gov; david.sullens@doh.wa.gov; jesse.hayes@doh.wa.gov; catherine.taliaferro@hca.wa.gov; peter.irey@hca.wa.gov; Maria.Siguenza@cha.wa.gov; Myra.Hernandez@cha.wa.gov; Maria.Siguenza@cha.wa.gov; debbie.ralph@hum.wa.gov; llindstrand@hum.wa.gov; deborah.gonzales@hum.wa.gov; Jasmine.McLaughlin@biia.wa.gov; Erin.Santos@biia.wa.gov; alyssa.murphy@sib.wa.gov; Tish.Day@sib.wa.gov; leet235@LNI.WA.GOV; bmat235@LNI.WA.GOV; wajm235@LNI.WA.GOV; jessica.burkhart@leoff.wa.gov; MJackson@DOL.WA.GOV; KLandis@DOL.WA.GOV; EAbuan@DOL.WA.GOV; missy.norton@lcb.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=da5387011bca41a2b3fd47ff9cd0ea8d-Price, Audr; KWeeks@walottery.com; bernadette.petruska@mil.wa.gov; Cynthia.Whaley@mil.wa.gov; Jenny.Hallengren-Sawyer@dnr.wa.gov; Brian.Thrasher@PARKS.WA.GOV; Nicole.Peterson@PARKS.WA.GOV; xyzlinda.vanevery@plia.wa.gov; Shanan.Gillespie@brpels.wa.gov; ashley.miller@pdc.wa.gov; Charity.Atchison@perc.wa.gov; Diane.Tucker@perc.wa.gov; denise.ross@psp.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=db340b008fe44ba1855a47d6276b230b-Sonnier, Ch; julia.marshburn@rco.wa.gov; mike.ricchio@drs.wa.gov; johnna.craig@drs.wa.gov; tracy.guerin@drs.wa.gov; kellie.obrien@drs.wa.gov; KellyF@DOR.WA.GOV; AnikaM@DOR.WA.GOV; J.Collette@wssda.org; Rachel.McDaniel@bta.wa.gov; gnelson@wtsc.wa.gov; Brenda.Mendez@tre.wa.gov; JenniferMc@DVA.WA.GOV; Julief@BVFF.WA.GOV; CrystalH@wsac.wa.gov; brianna.southworth@watech.wa.gov; /o=ExchangeLabs/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Recipients/cn=13decc347efa4fb699cb734dceaebbb3-White, Mill; aaron.cuoio@watech.wa.gov; jason.beers@watech.wa.gov; erica.wollen@wtb.wa.gov; erica.wollen@wtb.wa.gov; ryan.smith@utc.wa.gov; julia.marshburn@rco.wa.gov; cynthia.jones@dfi.wa.gov; Carissa.Bourdon@dfw.wa.gov; leet235@LNI.WA.GOV; scott.sackett@sos.wa.gov; EAbuan@DOL.WA.GOV









New 365 Retention Label issue identified









In Exchange, do you use folders with Retention Labels that users drop their emails into (this inherits the retention automatically)?  If so, the following issue in 365 negatively impacts you and your organization.









 









Problem:









The Delete folder strips off inherited Folder Retention Labels when a user moves email out of a retention-labeled folder and into the Delete folder. This is triggered by users deleting items or manually moving email to the Deleted Items folder.









 









Why this is a problem:









The Folder Retention Label method is an easy approach to applying retention labels that mimics the Vault in many ways. This has made it easier for users to transition to the new system and not have to manually apply labels on each email. Because folder based retention is easier to apply it has been encouraged in staff training and is commonly used by staff in many organizations within the shared tenant.









 









In the old system with the Vault, the folder approach applied retention to the emails 'behind the scenes' and email retention remained in place after the email was 'vaulted' (even if the email was moved to the Deleted Items folder at a later time).









 









The new system (365) was introduced as having the same behavior, but we now know that the Delete ‘safety net’ does not exist in the new system. While emails in 365 can be labeled automatically by moving them into a folder, retention is NOT honored if a folder-labeled email is then deleted or moved to the Deleted Items folder. 









 









WaTech investigated this issue with Microsoft. It took about a month to get an answer from Microsoft and they indicated that this is how the system was built, but they are unsure that this is the appropriate behavior for retention labeled emails. They are looking at resolving this issue sometime in the future.









 









Next Steps - Records Community Asked to Weigh In









WaTech has asked if we would like to submit a Change Request to Microsoft to fix the issue. That would let us plan for the fix instead of being surprised by it.









 









We will discuss this topic at our next scheduled WARIM meeting on 9/22, so everyone can learn more about the issue, ask questions and decide if we should submit a Change Request to fast track the resolution of this behavior.









 









In the meantime, records staff and those responsible for user training at every organization should be aware of this issue and evaluate necessary updates to user communication, documentation and training.









 









 









What the issue looks like in real life 









 



















 









 









 









 



















 









You are receiving this message because you are a member of the WARIM email distribution list and your agency is listed as a current or future member of the Washington State Shared tenant. If you wish to be removed from future communications, please contact Julia Marshburn and Davis Needham.
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Similar Archives trainings and events can be found on the Secretary of State website: State
Archives Training and Events - Washington State Archives - WA Secretary of State

0 Community Questions

The following questions are received from WARIM members. These are great topics to
discuss as a group, but you can also share your thoughts directly the original requester.
Teams 7 day retention Rachel Thompson (DES

“Hello all,

DES has just (finally) rolled out Teams 1:1/1:N Chat, and we're in a bit of an “adjustment period.” So, I'm looking to
hear from you all (WARIM) about your agencies’ responses to the 7-day retention period in Teams Chat (for those
in the tenant) OR how you're handling Teams Chat if you're outside the tenant.

Those in the tenant:

® What have employees’ responses been to the 7 day chat retention?

e How did you/your agency help them transition/adjust to Teams Chat and it's retention period?

I'd also love to hear from agencies NOT in the tenant about how they are dealing with Teams Chat:
e Do you have retention set on 1:1/1:Many Teams Chat? (If so, what is it?)

e If yes, what has been the response to it?/How was the adjustment period?

Thanks for sharing any thoughts and/or experiences you have had! I'm happy to talk further with anyone as well, if
interested.”

Record Officer job classification
We have discussed this topic a couple times in the past but there is always interest in

gathering more information about what classifications are in use across the state and what
efforts can be made to standardize them across agencies of similar size and responsibility.

Off-boarding in M365 revisited
This topic was discussed at a previous forum event with some sample processes shared by

member agencies. How are agencies doing with their off-boarding process now, a couple
months into using their processes? Are there any new ideas that your organization has
implemented? Do you have any lessons learned that you could share with an agency that is
trying to establish their own off-boarding process?

e Job Opportunities

Check out these job opportunities:

e Compliance Analyst (UW)
e Records Coordinator (ECY)

Records Manager — Program Specialist 3 (SOS)
Public Disclosure and Records Specialist (ECY)
Forms and Records Analyst Supervisor (WSP — Seattle)





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2Farchives%2Frecordsmanagement%2Ftrainingsignup.aspx&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OUKKpsNZUkpn0SiGnZpbijapsQDtNCc%2Feqf8Zy0QA6s%3D&reserved=0



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sos.wa.gov%2Farchives%2Frecordsmanagement%2Ftrainingsignup.aspx&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OUKKpsNZUkpn0SiGnZpbijapsQDtNCc%2Feqf8Zy0QA6s%3D&reserved=0



mailto:rachel.thompson@des.wa.gov?subject=Teams%20Retention



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fuwhires.admin.washington.edu%2FENG%2FCandidates%2Fdefault.cfm%3FszCategory%3Djobprofile%26szOrderID%3D211854&data=05%7C01%7Cleiderm%40sao.wa.gov%7C2c7685dec6f94233cc3008da9cac43c6%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C637994560971819969%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qhtL9DU1%2Ft7xM%2FSmpE89Scdzbm8%2FjTAeotngrwLt%2FHQ%3D&reserved=0



https://www.governmentjobs.com/careers/washington/jobs/3565275/records-coordinator-forms-and-records-analyst-1



https://www.governmentjobs.com/careers/washington/jobs/3707188/records-manager?keywords=records&pagetype=jobOpportunitiesJobs



https://www.governmentjobs.com/careers/washington/jobs/3627905/public-disclosure-and-records-specialist-management-analyst-3?keywords=records&pagetype=jobOpportunitiesJobs



https://www.governmentjobs.com/careers/washington/jobs/3717816/forms-and-records-analyst-supervisor-seattle?keywords=records&pagetype=jobOpportunitiesJobs







Davis Needham

Records Officer

Information Governance
Administrative Operations Division
Department of Corrections
daneedham@DOC1.wa.gov

(360) 584-4546
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records check-in.ics

BEGIN:VCALENDAR

PRODID:-//Microsoft Corporation//Outlook 16.0 MIMEDIR//EN

VERSION:2.0

METHOD:REQUEST

X-MS-OLK-FORCEINSPECTOROPEN:TRUE

BEGIN:VTIMEZONE

TZID:Pacific Standard Time

BEGIN:STANDARD

DTSTART:16011104T020000

RRULE:FREQ=YEARLY;BYDAY=1SU;BYMONTH=11

TZOFFSETFROM:-0700

TZOFFSETTO:-0800

END:STANDARD

BEGIN:DAYLIGHT

DTSTART:16010311T020000

RRULE:FREQ=YEARLY;BYDAY=2SU;BYMONTH=3

TZOFFSETFROM:-0800

TZOFFSETTO:-0700

END:DAYLIGHT

END:VTIMEZONE

BEGIN:VEVENT

ATTENDEE;CN="Blair, Teri (SAO)";RSVP=TRUE:mailto:blairt@sao.wa.gov

ATTENDEE;CN="McCarthy, Pat (SAO)";RSVP=TRUE:mailto:mccarthyp@sao.wa.gov

ATTENDEE;CN="Rooney, Keri (SAO)";RSVP=TRUE:mailto:rooneyk@sao.wa.gov

ATTENDEE;CN="Roper, Janel (SAO)";RSVP=TRUE:mailto:janel.roper@sao.wa.gov

ATTENDEE;CN="Rose, Al (SAO)";RSVP=TRUE:mailto:rosea@sao.wa.gov

ATTENDEE;CN="Wilson, Raylene (SAO)";RSVP=TRUE:mailto:wilsonr@sao.wa.gov

CLASS:PUBLIC

CREATED:20231214T195715Z

DESCRIPTION:Requested by Raylene\n\n_______________________________________

	_________________________________________ \n\nMicrosoft Teams meeting \n\n

	Join on your computer\, mobile app or room device \n\nClick here to join t

	he meeting <https://gcc02.safelinks.protection.outlook.com/ap/t-59584e83/?

	url=https%3A%2F%2Fteams.microsoft.com%2Fl%2Fmeetup-join%2F19%253ameeting_Z

	GFhYzU1OTEtMWE2OS00ODFiLTlhZTUtOTljOGYxZjQwN2Yz%2540thread.v2%2F0%3Fcontex

	t%3D%257b%2522Tid%2522%253a%252211d0e217-264e-400a-8ba0-57dcc127d72d%2522%

	252c%2522Oid%2522%253a%25225150b9e4-d7fd-4ade-8470-a96bb4f67ae1%2522%257d&

	data=05%7C01%7Cwilsonr%40sao.wa.gov%7C9232f4e2252c4ae956ba08dba8e1acc1%7C1
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Information and guidance on use of
Teams Chat

Cooper, Kathleen (SAO)

Director of Communications

As Auditor McCarthy said in her email to all staff, SAO prides itself on all all
communication, regardless of medium, being professional and respectful — as
well as managed in accordance with state laws around public disclosure and
document retention.

Below you'll find some high-level guidance and links to new documents to
help you sort the use of Teams Chat, document retention, and the seven-day
chat retention window. This post, and the documents linked within, will reside
on the SAO Records Team's SharePoint Online site for future reference.

These documents are intended to help, but they are not an exhaustive list of
what is and isn't appropriate for Teams Chat. We must use judgment.

A quick refresher: What is a public record?

State law (RCW 42.56, the Public Records Act) describes public records as “Any
writing containing information relating to the conduct of government or the
performance of any governmental or proprietary function.” In other words,
public records are things that help the public understand why government
does what it does. Along with traditional documents, “any writing” includes
emails, voicemails, videos, text messages — and Teams Chats.

SAQ's document retention schedule helps us determine what public records
we must keep for how long, and which ones we don't need to keep for public
understanding or posterity. This is where the term “transitory” comes in.
“Transitory” simply means we don't have retention requirements to keep the
record. But Teams Chats are a public record. If a public records request comes
in and we still have relevant Teams Chats records, we're required by law to
provide them.





https://stateofwa.sharepoint.com/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Forms/AllItems.aspx?id=/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Published/Respectful%20Work%20Environment.pdf&parent=/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Published


https://stateofwa.sharepoint.com/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Forms/AllItems.aspx?id=/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Published/Respectful%20Work%20Environment.pdf&parent=/sites/SAO-Central/Administrative%20Policies%20and%20Procedures/Published


https://stateofwa.sharepoint.com/:u:/r/sites/SAO-Government-Affairs/SitePages/Public-Records-Team.aspx?csf=1&web=1&e=KEeTgp


https://app.leg.wa.gov/RCW/default.aspx?cite=42.56


https://www.sos.wa.gov/_assets/archives/RecordsManagement/State-Auditors-Office-Records-Retention-Schedule-v.1.1-%28December-2015%29.pdf





How do | make sure | don’t put something in Teams Chat that should be
retained in another way?

Remember Pat’s rules of thumb:

1. Public records are anything that helps the public understand what
government does.
2. Even a transitory message could be disclosable if someone makes a
public disclosure request.
Here's another tool — a quick test. Ask yourself, is this chat:

« With a person or group of people who are external to SAO, and we will
be discussing things that may affect my work in some way?
« Leading to a decision that will affect my work in some way?
« A topic that is likely to come up again and you may need to validate
what you communicated?
If you answered yes to any of the above, you probably should not use Teams
Chat as a communication channel for those topics.

If you're interested in more information on this, here is a one-page reference
guide and a more in-depth crosswalk to our retention schedule that can assist
you in answering some questions you may have around Teams Chat. Again,
these are not exhaustive.

What do | do if | think I've put something worth preserving into chat?

If you receive or inadvertently send communication in a Teams Chat that
needs to be retained, make sure to save a copy of the communication outside
of Teams Chat. Here's how: On the Teams Chat message in question, click the
three dots. You will get this option menu, and you simply click “share to
Outlook.”




https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/Teams%20Chat%20Guidance.pdf?csf=1&web=1&e=VN4C0p


https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/Teams%20Chat%20Guidance.pdf?csf=1&web=1&e=VN4C0p


https://stateofwa.sharepoint.com/:b:/r/sites/SAO-Government-Affairs/Public%20Records%20Documents/Records%20Resources/TeamsChat/RetentionSchedule_TeamsChat_Crosswalk.pdf?csf=1&web=1&e=87CNek





This sends the text from the single chat box as an email. It will not save whole
conversations, so you'll have to send messages one by one. (This is another
reason to manage Teams Chat well.)

Other frequently asked questions:

o This is tiring. Why can't we just save the chats for longer than seven days,
and have the Records Team search chats like they do emails?

o Chats are meant to be used for transitory and/or informational
communication only. By keeping chats indefinitely, we would be
practicing poor records management as an agency by keeping
massive amounts of data that do not need to be preserved.

o If I must keep a Teams Chat, why can't | just take a snip of it?

o A snip, or a screenshot, or other “image-taking” actions, does not
preserve necessary metadata of the record. By using the “Share to
Outlook” feature, we retain more information necessary to
preserve the record.

« | have a Teams Chat that is a duplicate of something in the work papers
for the audit that | am working on. Do | need to keep the chat?

o No. If it is a duplicate, copy or a draft of an item that will be
preserved in TeamMate, you do not need to retain the chat.

o A client sent me a message on Teams Chat stating concerns about their
audit. How should | proceed?







o Send that chat to your email using the “Share to Outlook”
function. Then, you can continue the conversation with the client
from Outlook.

More information

If you have additional questions, please reach out to Raylene Wilson,
Legislative and Records Manager.

The Washington Coalition for Open Government also has a series of short
videos on public records, from the perspective of people asking for them. It
might be helpful to watch these during your free time to help you evaluate the
records you create and work with.

Stay tuned to SAO Central for more public records tips throughout 2024!




mailto:wilsonr@sao.wa.gov


https://www.washcog.org/video-resources


https://www.washcog.org/video-resources












