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Dear Anonymous Private Person,
 
The Office of the Washington State Auditor has completed our response to your public
records request sent in via email, as follows:
 

1. Any and all communications regarding Al Rose making accusations
of a “cover up” regarding WaTech at a DAUG meeting in September
of 2023. Including TEAMS (which I hope weren’t deleted), chats,
Emails, etc. 

 
Recd. 2nd email request 8/13/25:

2. Email from Al Rose to Jason Beers titled "apology"
3. Any and all Emails sent from SAO to WaTech on 1/18/24

 
In response, we have no responsive records found to fulfill item 1 of your request.  We
have attached the responsive records found to fulfill items 2 and 3, as well as the
redaction codes used.  We will now consider this request closed.  SAO does not intend
to further address the request, and the PRA's one-year statute of limitations to seek
judicial review has started to run as of the date of this letter. Please contact us within
30 days by e-mail at PublicRecords@sao.wa.gov, if you have any questions.

Sincerely,
 
 
 
 

Mary Leider, CPRO
Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 (find me anywhere via Teams)
Let us help you improve your cyber health: #BeCyberSmart.
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From: Beers, Jason (WaTech)
To: Rose, Al (SAO)
Cc: McCarthy, Pat (SAO); Rooney, Keri (SAO); Sherrer, Angie (WaTech); Quimby, Mark (WaTech)
Subject: RE: apology
Date: Thursday, January 18, 2024 11:16:20 AM
Attachments: image001.png



Al,
 
I appreciate your email and want you to know that I appreciate your input and experience in these
matters.  In my roughly 10 years working with the records community, both in our on-prem
environment and in O365, I have gained a good understanding of the importance of records
management and discovery and the risk of either of these not being done correctly.  I also realize
that my understanding is limited when compared to individuals such as yourself who’s
responsibilities include the implementation and management of these business functions at your
agency while mine is to implement the best available technical solutions to meet your business
needs.
 
I would like to clarify my comments about WaTech’s stance on communication/coordination with
the AG’s office as it seems it may have been unclear.  WaTech has committed to make the AG’s
office aware of enterprise level issues that we believe merit their awareness; not all issues rise to
that level. This communication should be considered secondary to each agency communicating the
issue to their assigned AAG.  To meet this commitment, we have added identified members of the
AG’s office to our Teams channel (eDiscovery and Records User Group), our bi-weekly meetings, and
the email distribution list for the group (WaTech DL eRUG).  This will allow them to hear of issues
and participate in discussions in real time as they are identified and communicated to the
community.
 
I am copying @Quimby, Mark (WaTech) and @Sherrer, Angie (WaTech) on this email to give them
the opportunity to add to or correct the information above as they see fit.
 
Thank you again for your email; it truly is appreciated.
 
Jason Beers | Enterprise Compliance Administrator
Washington Technology Solutions (WaTech)
360.407.8868
jason.beers@watech.wa.gov 
 



From: Rose, Al (SAO) <rosea@sao.wa.gov> 
Sent: Thursday, January 18, 2024 7:41 AM
To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Cc: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>
Subject: apology
 
Dear Mr Beers 
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As you know, I have been attending the Washington State Records and Information Managers’
Forum (WaRIM) “The Forum” for over three years in my capacity as the Director of Legal
Affairs at the Office of the Washington State Auditor (SAO).  I have done this to better
understand the softwares used and how they affect managing records and data.  During this
time, much of the discussion in the Forum has centered around Teams Chat and the Purview
software.  



 



 The State Auditor is committed to open and transparent government.  Effective records
management and public records request management are key in keeping those commitments to
Washington State Citizens.   



 



SAO relies on your agency, Washington Technology Solutions (WaTech) for enterprise IT
service, support, security and advice.  This includes choosing, implementing, and maintaining
IT systems and software.  SAO depends on WaTech’s service, judgement, skill, and
knowledge in evaluating, selecting, implementing, and troubleshooting software and
equipment.  WaTech’s responsibilities in these areas extend to all state agencies. 



SAO has leaned into adopting Purview.  This software is much more complicated to use than
the previous software.  SAO created an employee position in order to have an expert in the use
of this software.  SAO has spent money on outside training for four employees in order to
better understand and use Purview.  SAO has expended staff time to experiment with and test
Purview to better learn its patterns, glitches, challenges, and anomalies in order to identify the
areas of concern in the program.   



Every two weeks, four SAO employees attend the WaRIM Forum; in an attempt to stay
current with the software; to stay educated about the issues/concerns of other state agencies
and WaTech; and to hear about fixes/workarounds that have been created.  We attend the
forum because SAO knows that when it comes to utilizing systems and software, all
Washington State agencies are interconnected.   



Forum records document the various challenges with the software that state agencies have
discovered/encountered since at least July 2020.  During that time, more issues have arisen
than issues solved by the software designer.  In the past, in the Forum, I have appreciated your
frankness in expressing your thoughts on the vendor’s responsiveness. 



I know that you did not choose the Purview software.  I know that you are not responsible for
the bugs and glitches that have been discovered by various state agencies and by WaTech. 
That these anomalies affect the reliability of and usefulness of the software is not your fault. 
You are not responsible for the fact that, at times, the vendor has been less than responsive in
providing solutions.   I understand that you are not responsible for records management,
litigation, and public records request responsibilities for the various state agencies.  I also
understand that many times you do not create the message, you just pass the message on to the
group. 



In past Forum meetings, I have suggested that WaTech contact its AAG as soon as possible
after an issue arose; particularly issues regarding managing and producing records.  I stressed











that some of these issues impact the entire state government because of the legal and financial
consequences that could flow to the State of Washington.   



In an August 2023 forum meeting, you announced that WaTech’s AAG has been contacted.
 You then shared with the group that the AAG had said that WaTech was to contact the AAG
quickly when issues arose.  That was encouraging to hear.  You then announced to the group
that you (or WaTech) had no intention of “coordinating” these issues and that it was the
responsibility of the various agency records managers to contact the individual AAG’s to
discuss the issues. 



It was at this time I expressed an active disagreement and dissatisfaction with that statement;
and I advocated for WaTech to me more proactive. 



It was the wrong way to express my concerns, both in tone and in place.  Whatever the
frustrations or concerns; even though there was a need for a crucial conversation about your
message; I chose the wrong place and used the wrong tone for delivering the message.  My
tone was wrong, and it interfered with the reception of my message.  I was wrong and I am
sorry. 



 



Al Rose 



 



 



Al Rose



Director of Legal Affairs, Office of the Washington State Auditor



(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov
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From: Andersen, Steven (SAO)
To: WaTech mi Support Center
Subject: Auditee mistagged Company field
Date: Thursday, January 18, 2024 10:31:00 AM
Attachments: image001.png



Hi,
 
One of our external entities (auditee) has a mistakenly tagged company field (parks).  Can I
request it be reset to SAO?  I checked all the groups to confirm they are in the system for SAO
reasons and not Parks.
 
I’ve worked with Joel and Jason on similar issues in the past.  Worst case, for now, please reset
the MFA.
 
kwang_ci.olympia.wa.us#EXT#@StateofWA.onmicrosoft.com
 
 
Thanks,
Steve
 
 
 



Steve Andersen
IT Systems Administrator – Senior/Specialist
Office of the Washington State Auditor
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From: Stevens, Jenn (SAO)
To: Wickstrom, Wendy (WaTech)
Cc: Munn, Aaron (SAO)
Subject: Drupal Updates
Date: Thursday, January 18, 2024 2:13:00 PM
Attachments: image001.png



Hi Wendy,
 
We received an email regarding a Drupal Security Release, and, as SAO is newer to having our
site hosted with WaTech – I wanted to pick your brain a bit.
 
How are these updates handled and communicated between WaTech and agencies? I’m
betting there is a DL that I’ve not subscribed to, but, just to ensure that we have eyes on things
and can report to our Security Team that these things are checked off of the list. If there is
documentation that I can look through and answer these questions myself – happy to do so.
 
Hope you are well!
 
 
 



Jenn Stevens
IT Operations Manager | Office of the Washington State Auditor
(564) 201-2996 | Pronouns: she/her
Keeping Washington rooted in #GoodGovernment since 1889:
sao.wa.gov/rooted
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From: Munn, Aaron (SAO)
To: Welling, Matthew (SAO)
Subject: FW: Drupal Releases Security Advisory for Drupal Core
Date: Thursday, January 18, 2024 2:45:28 PM



 
 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:33 PM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Cc: Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
No problem! Happy to help.
 
Thanks,
 
Kevin Beshears
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:31 PM
To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Thank you, Kevin.
 
Fantastic news.  And I really appreciate jumping on this asap. 
 
We approach security concerns to our ‘exposed systems” with additional vigilance.
 
Again, thank you!
 
Aaron
 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Great! Thanks for the confirmation.
 
Thanks,
 
Kevin Beshears
 
From: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov> 
Sent: Thursday, January 18, 2024 2:21 PM
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To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Hi Kevin!
 
Yes, 



 SAO does not utilize this module, so even if it were still on  it would be safe.
 
Thanks for the email and check in.
 
-Dan
 
Dan Heisel
Washington Technology Solutions
Web Developer, Lead
Web Services
(360)-407-8652 | Office
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email account may be
subject to public disclosure.



 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Hi Dan,
 
What version of Drupal does sao.wa.gov use? It looks like a security vulnerability has been found for Drupal
versions
 
Looking at the site, it appears that  is currently being used, which would mean that the site is NOT
affected by the security vulnerability, but I wanted to confirm with you.
 
Thanks,
 
Kevin Beshears
 
From: Tenny, Sam (SAO) <tennys@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:13 PM
To: Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>; Beshears, Kevin (SAO)
<kevin.beshears@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Happy Thursday Gentlemen,
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Can one of you reach out to Aaron and work with him to make sure his concerns are either squashed or
resolved?  See the messages below for context.
 
Thanks,
Sam Tenny
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 8:24 AM
To: Tenny, Sam (SAO) <tennys@sao.wa.gov>
Cc: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>
Subject: Fwd: Drupal Releases Security Advisory for Drupal Core



 
Heads up, Sam.
 
I'll take a look at what we have on our site and see if this impacts us, but I recommend you ask your
team as well on what version we have.
 
See below email.
 
Aaron
 
 
 
 



From: CISA <CISA@messages.cisa.gov>
Sent: Thursday, January 18, 2024 8:13:32 AM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Drupal Releases Security Advisory for Drupal Core
 



External Email



You are subscribed to Cybersecurity Advisories for Cybersecurity and Infrastructure Security Agency. This
information has recently been updated and is now available.



Drupal Releases Security Advisory for Drupal Core
01/18/2024 11:10 AM EST



 



Drupal released a security advisory to address a vulnerability affecting multiple Drupal core versions. A
cyber threat actor could exploit this vulnerability to cause a denial-of-service condition.
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CISA encourages users and administrators to review Drupal security advisory SA-CORE-2024-001 for more
information and apply the necessary update.



This product is provided subject to this Notification and this Privacy & Use policy.



Having trouble viewing this message? View it as a webpage. 



You are subscribed to updates from the Cybersecurity and Infrastructure Security Agency (CISA)
Manage Subscriptions  |  Privacy Policy  |  Help



Connect with CISA: 
Facebook  |  Twitter  |  Instagram  |  LinkedIn  |   YouTube



This email was sent to munna@sao.wa.gov using GovDelivery Communications Cloud, on behalf of: Cybersecurity and
Infrastructure Security Agency · 707 17th St, Suite 4000 · Denver, CO 80202
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From: Beshears, Kevin (SAO)
To: Heisel, Dan (WaTech)
Cc: Munn, Aaron (SAO); Tenny, Sam (SAO); Varakantham, Sudheer (SAO)
Subject: FW: Drupal Releases Security Advisory for Drupal Core
Date: Thursday, January 18, 2024 1:24:00 PM



Hi Dan,
 
What version of Drupal does sao.wa.gov use? It looks like a security vulnerability has been found for Drupal
versions 
 
Looking at the site, it appears that is currently being used, which would mean that the site is NOT
affected by the security vulnerability, but I wanted to confirm with you.
 
Thanks,
 
Kevin Beshears
 
From: Tenny, Sam (SAO) <tennys@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:13 PM
To: Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>; Beshears, Kevin (SAO)
<kevin.beshears@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Happy Thursday Gentlemen,
 
Can one of you reach out to Aaron and work with him to make sure his concerns are either squashed or
resolved?  See the messages below for context.
 
Thanks,
Sam Tenny
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 8:24 AM
To: Tenny, Sam (SAO) <tennys@sao.wa.gov>
Cc: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>
Subject: Fwd: Drupal Releases Security Advisory for Drupal Core



 
Heads up, Sam.
 
I'll take a look at what we have on our site and see if this impacts us, but I recommend you ask your
team as well on what version we have.
 
See below email.
 
Aaron
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From: CISA <CISA@messages.cisa.gov>
Sent: Thursday, January 18, 2024 8:13:32 AM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Drupal Releases Security Advisory for Drupal Core
 



External Email



You are subscribed to Cybersecurity Advisories for Cybersecurity and Infrastructure Security Agency. This
information has recently been updated and is now available.



Drupal Releases Security Advisory for Drupal Core
01/18/2024 11:10 AM EST



 



Drupal released a security advisory to address a vulnerability affecting multiple Drupal core versions. A
cyber threat actor could exploit this vulnerability to cause a denial-of-service condition.



CISA encourages users and administrators to review Drupal security advisory SA-CORE-2024-001 for more
information and apply the necessary update.



This product is provided subject to this Notification and this Privacy & Use policy.



Having trouble viewing this message? View it as a webpage. 



You are subscribed to updates from the Cybersecurity and Infrastructure Security Agency (CISA)
Manage Subscriptions  |  Privacy Policy  |  Help



Connect with CISA: 
Facebook  |  Twitter  |  Instagram  |  LinkedIn  |   YouTube



This email was sent to munna@sao.wa.gov using GovDelivery Communications Cloud, on behalf of: Cybersecurity and
Infrastructure Security Agency · 707 17th St, Suite 4000 · Denver, CO 80202
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From: Peralta, Quinn (SAO)
To: Regalado, Jenny (WaTech); Arthur Borrego; Lewallen, Jessica (SAO); Clark, Joseph (SAO); Benfield, Nick (SAO);



Powell, Eric (SAO); Craig, Chris (WaTech); Critchlow, Brian (WaTech); Braden, Mai (WaTech); Kendall, Lisa
(WaTech); Auldredge, Tracy (WaTech); Castilla, Robert (WaTech); Paul, Mark (WaTech); Chris Odom; Paul
Underwood; Mahil, Sandeep (SAO)



Subject: FW: SAO Cybersecurity Audit - Agency 1 - Penetration Testing Scoping Meeting #2
Attachments: image001.png



image.png
Sensitivity: Private



Hi Jenny, my sincerest apologies it looks like you were not on the original invite for this meeting. -Quinn



 



-----Original Appointment-----
From: Peralta, Quinn (SAO) 
Sent: Monday, October 9, 2023 3:15 PM
To: Peralta, Quinn (SAO); Arthur Borrego; Lewallen, Jessica (SAO); Clark, Joseph (SAO); Benfield, Nick (SAO); Powell, Eric (SAO); Craig, Chris
(WaTech); Critchlow, Brian (WaTech); Braden, Mai (WaTech); Kendall, Lisa (WaTech); Auldredge, Tracy (WaTech); Castilla, Robert (WaTech);
Paul, Mark (WaTech); Chris Odom; Paul Underwood; Mahil, Sandeep (SAO)
Subject: SAO Cybersecurity Audit - Agency 1 - Penetration Testing Scoping Meeting #2 
When: Thursday, January 18, 2024 11:30 AM-12:00 PM (UTC-08:00) Pacific Time (US & Canada).
Where: Microsoft Teams Meeting
Sensitivity: Private



 



 



Good afternoon, everyone,



 



The purpose of this meeting to discuss the applications and network segments included on the scoping spreadsheet and address any questions that arise.
We will be working through the information included in the scoping spreadsheet:   !2023 - Agency 1 - Pentest Scoping Tool.xlsx
<https://stateofwa.sharepoint.com/:x:/r/sites/sao-ita-CS-WaTech/Shared%20Documents/Penetration%20Testing/!2023%20-%20Agency%201%20-
%20Pentest%20Scoping%20Tool.xlsx?d=w2423518c8e594de69ec785bf3bd78fdd&csf=1&web=1&e=lVBqxh> 



 



Please let us know if there are questions you’d like us to address prior to our meeting time.



 



Thank you,



 



Quinn Peralta, MCL, CISSP



Assistant Audit Manager, IT Security Audit, Office of the Washington State Auditor <http://www.sao.wa.gov/> 



(564) 201-2953 | Pronouns: She/Her



We are hiring! Go to sao.wa.gov/jobs <https://sao.wa.gov/jobs/>  to see our openings.



This record contains information considered exempt from public disclosure under RCW 42.56.420 of the Public Records Act.  As such, distribution of
this record is limited.



 



 



________________________________________________________________________________ 



Microsoft Teams meeting 



Join on your computer, mobile app or room device 



Click here to join the meeting <https://teams.microsoft.com/l/meetup-
join/19%3ameeting_ZGM2OTlkMDYtOWI0Yi00MDAxLWFiZmQtNTIwZjI5MGYyZGNk%40thread.v2/0?
context=%7b%22Tid%22%3a%2211d0e217-264e-400a-8ba0-57dcc127d72d%22%2c%22Oid%22%3a%221039df87-df62-42c5-8689-
462276eb03cf%22%7d>  



Meeting ID: 214 888 669 572 
Passcode: YPqEap 



Download Teams <https://www.microsoft.com/en-us/microsoft-teams/download-app>  | Join on the web <https://www.microsoft.com/microsoft-
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teams/join-a-meeting> 



Or call in (audio only) 



+1 253-372-2181,,681950577# <tel:+12533722181,,681950577#>    United States, Tacoma 



Phone Conference ID: 681 950 577# 



Find a local number <https://dialin.teams.microsoft.com/811a9140-4f87-4b3b-b4e5-c0df12d33f3f?id=681950577>  | Reset PIN
<https://dialin.teams.microsoft.com/usp/pstnconferencing>  



Learn More <https://aka.ms/JoinTeamsMeeting>  | Meeting options <https://teams.microsoft.com/meetingOptions/?organizerId=1039df87-df62-42c5-
8689-462276eb03cf&tenantId=11d0e217-264e-400a-8ba0-
57dcc127d72d&threadId=19_meeting_ZGM2OTlkMDYtOWI0Yi00MDAxLWFiZmQtNTIwZjI5MGYyZGNk@thread.v2&messageId=0&language=en-
US>  



________________________________________________________________________________ 



 













From: Rose, Al (SAO)
To: McCarthy, Pat (SAO); Rooney, Keri (SAO)
Subject: Fw: apology
Date: Thursday, January 18, 2024 11:18:15 AM
Attachments: image001.png
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Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov



 
 



From: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Sent: Thursday, January 18, 2024 11:16 AM
To: Rose, Al (SAO) <rosea@sao.wa.gov>
Cc: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>;
Sherrer, Angie (WaTech) <angie.sherrer@watech.wa.gov>; Quimby, Mark (WaTech)
<mark.quimby@watech.wa.gov>
Subject: RE: apology
 
Al,
 
I appreciate your email and want you to know that I appreciate your input and experience in these
matters.  In my roughly 10 years working with the records community, both in our on-prem
environment and in O365, I have gained a good understanding of the importance of records
management and discovery and the risk of either of these not being done correctly.  I also realize
that my understanding is limited when compared to individuals such as yourself who’s
responsibilities include the implementation and management of these business functions at your
agency while mine is to implement the best available technical solutions to meet your business
needs.
 
I would like to clarify my comments about WaTech’s stance on communication/coordination with
the AG’s office as it seems it may have been unclear.  WaTech has committed to make the AG’s
office aware of enterprise level issues that we believe merit their awareness; not all issues rise to
that level. This communication should be considered secondary to each agency communicating the
issue to their assigned AAG.  To meet this commitment, we have added identified members of the
AG’s office to our Teams channel (eDiscovery and Records User Group), our bi-weekly meetings, and
the email distribution list for the group (WaTech DL eRUG).  This will allow them to hear of issues
and participate in discussions in real time as they are identified and communicated to the
community.
 
I am copying @Quimby, Mark (WaTech) and @Sherrer, Angie (WaTech) on this email to give them
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the opportunity to add to or correct the information above as they see fit.
 
Thank you again for your email; it truly is appreciated.
 
Jason Beers | Enterprise Compliance Administrator
Washington Technology Solutions (WaTech)
360.407.8868
jason.beers@watech.wa.gov 
 



From: Rose, Al (SAO) <rosea@sao.wa.gov> 
Sent: Thursday, January 18, 2024 7:41 AM
To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Cc: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>
Subject: apology
 
Dear Mr Beers 
 



As you know, I have been attending the Washington State Records and Information Managers’
Forum (WaRIM) “The Forum” for over three years in my capacity as the Director of Legal
Affairs at the Office of the Washington State Auditor (SAO).  I have done this to better
understand the softwares used and how they affect managing records and data.  During this
time, much of the discussion in the Forum has centered around Teams Chat and the Purview
software.  



 



 The State Auditor is committed to open and transparent government.  Effective records
management and public records request management are key in keeping those commitments to
Washington State Citizens.   



 



SAO relies on your agency, Washington Technology Solutions (WaTech) for enterprise IT
service, support, security and advice.  This includes choosing, implementing, and maintaining
IT systems and software.  SAO depends on WaTech’s service, judgement, skill, and
knowledge in evaluating, selecting, implementing, and troubleshooting software and
equipment.  WaTech’s responsibilities in these areas extend to all state agencies. 



SAO has leaned into adopting Purview.  This software is much more complicated to use than
the previous software.  SAO created an employee position in order to have an expert in the use
of this software.  SAO has spent money on outside training for four employees in order to
better understand and use Purview.  SAO has expended staff time to experiment with and test
Purview to better learn its patterns, glitches, challenges, and anomalies in order to identify the
areas of concern in the program.   



Every two weeks, four SAO employees attend the WaRIM Forum; in an attempt to stay
current with the software; to stay educated about the issues/concerns of other state agencies
and WaTech; and to hear about fixes/workarounds that have been created.  We attend the
forum because SAO knows that when it comes to utilizing systems and software, all
Washington State agencies are interconnected.   
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Forum records document the various challenges with the software that state agencies have
discovered/encountered since at least July 2020.  During that time, more issues have arisen
than issues solved by the software designer.  In the past, in the Forum, I have appreciated your
frankness in expressing your thoughts on the vendor’s responsiveness. 



I know that you did not choose the Purview software.  I know that you are not responsible for
the bugs and glitches that have been discovered by various state agencies and by WaTech. 
That these anomalies affect the reliability of and usefulness of the software is not your fault. 
You are not responsible for the fact that, at times, the vendor has been less than responsive in
providing solutions.   I understand that you are not responsible for records management,
litigation, and public records request responsibilities for the various state agencies.  I also
understand that many times you do not create the message, you just pass the message on to the
group. 



In past Forum meetings, I have suggested that WaTech contact its AAG as soon as possible
after an issue arose; particularly issues regarding managing and producing records.  I stressed
that some of these issues impact the entire state government because of the legal and financial
consequences that could flow to the State of Washington.   



In an August 2023 forum meeting, you announced that WaTech’s AAG has been contacted.
 You then shared with the group that the AAG had said that WaTech was to contact the AAG
quickly when issues arose.  That was encouraging to hear.  You then announced to the group
that you (or WaTech) had no intention of “coordinating” these issues and that it was the
responsibility of the various agency records managers to contact the individual AAG’s to
discuss the issues. 



It was at this time I expressed an active disagreement and dissatisfaction with that statement;
and I advocated for WaTech to me more proactive. 



It was the wrong way to express my concerns, both in tone and in place.  Whatever the
frustrations or concerns; even though there was a need for a crucial conversation about your
message; I chose the wrong place and used the wrong tone for delivering the message.  My
tone was wrong, and it interfered with the reception of my message.  I was wrong and I am
sorry. 



 



Al Rose 



 
 



Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov
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From: Marquardt, Shaun (SAO)
To: Zana Amin
Cc: Wachter, Jessie (WaTech); Somnis, Jennifer (WaTech); Taylor, Zachary (WaTech); Jared Schwager; Pierce, Michael (SAO); Robbie, Robert (SAO); Stevens, Jenn (SAO); Munn, Aaron (SAO)
Subject: RE: Admin Task: Defender Settings (SAO x WaTech x BV)
Date: Thursday, January 18, 2024 9:14:31 AM
Attachments: image001.png
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Zana,
 
I’ve uploaded our Intune photos (Where we’d like to be) and our screenshots (where we are now) to our secure SAOShare service as I did not want to
upload this sensitive data to your Smartsheet platform. Both you and Jared should have gotten an invitation email to view these documents.
 
Thanks,
 



Shaun Marquardt, MCL, CISSP
Cybersecurity Architect | Office of the Washington State Auditor
(564) 201-2978 | Pronouns: they/them
Help us continue moving the #GoodGovernment needle. Apply at sao.wa.gov/jobs.



 
 
From: Zana Amin <zana.amin@bluevoyant.com> 
Sent: Thursday, January 18, 2024 6:48 AM
To: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>
Cc: Wachter, Jessie (WaTech) <jessie.wachter@watech.wa.gov>; Somnis, Jennifer (WaTech) <jennifer.somnis@watech.wa.gov>; Taylor, Zachary (WaTech)
<zach.taylor@watech.wa.gov>; Jared Schwager <jared.schwager@bluevoyant.com>; Pierce, Michael (SAO) <michael.pierce@sao.wa.gov>; Robbie, Robert (SAO)
<robert.robbie@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>; Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Re: Admin Task: Defender Settings (SAO x WaTech x BV)
 



External Email



Thanks for the details here Shaun.
 
Our  will be joining us for our first working session next week and we’ll do a deep dive at that time.
 
Zana Amin
Sr. Project Manager
BlueVoyant.com
 



 



From: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>
Date: Wednesday, January 17, 2024 at 6:17 PM
To: Zana Amin <zana.amin@bluevoyant.com>
Cc: Wachter, Jessie (WaTech) <jessie.wachter@watech.wa.gov>, Somnis, Jennifer (WaTech) <jennifer.somnis@watech.wa.gov>, Taylor, Zachary
(WaTech) <zach.taylor@watech.wa.gov>, Jared Schwager <jared.schwager@bluevoyant.com>, Pierce, Michael (SAO)
<michael.pierce@sao.wa.gov>, Robbie, Robert (SAO) <robert.robbie@sao.wa.gov>, Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>, Munn,
Aaron (SAO) <munna@sao.wa.gov>
Subject: RE: Admin Task: Defender Settings (SAO x WaTech x BV)



This Message originated outside your organization.



We are in progress of testing intune policies … so we would like to “move” to this but are currently leveraging mecm. Intune is a work in progress and needs
testing since it’s significantly different than  especially regarding attack surface reduction. There’s more to this so a call to explain
and show you what I’ve mapped over the past couple months would be beneficial.
 



 



 
 
Subject to RCW 42.56.420(4)
 
Thanks,
 



Shaun Marquardt, MCL, CISSP
Cybersecurity Architect | Office of the Washington State Auditor
(564) 201-2978 | Pronouns: they/them
Help us continue moving the #GoodGovernment needle. Apply at sao.wa.gov/jobs.



 
 
From: Zana Amin <zana.amin@bluevoyant.com> 
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Sent: Wednesday, January 17, 2024 2:58 PM
To: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>
Cc: Wachter, Jessie (WaTech) <jessie.wachter@watech.wa.gov>; Somnis, Jennifer (WaTech) <jennifer.somnis@watech.wa.gov>; Taylor, Zachary (WaTech)
<zach.taylor@watech.wa.gov>; Jared Schwager <jared.schwager@bluevoyant.com>; Pierce, Michael (SAO) <michael.pierce@sao.wa.gov>; Robbie, Robert (SAO)
<robert.robbie@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>; Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Admin Task: Defender Settings (SAO x WaTech x BV)
 



External Email



Hi Shaun, 
 
In lead up to first working session next week for the Defender work stream, I’m hoping you (or another team member) can review the attached document and capture
some details along with a handful of screenshots for us to review. 
 
I’ve granted you access, along with Michael, Robert, Jenn and Aaron, to the Project Plan in Smartsheet. Here’s a link: Project Plan - SAO - Smartsheet.com. 
 
Can you please create and upload a document with the file/policy names along with the screenshots we’re looking for as an attachment(s) to the Project Plan? 



On the right hand side, you’ll see a paper clip
You’ll see a button to attach files
From there, select the document with the file/policy names and screenshots and upload



 
Please let me know if you have any questions or concerns. 
 
Thanks,
 
Zana Amin
Sr. Project Manager
BlueVoyant.com
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From: Beshears, Kevin (SAO)
To: Heisel, Dan (WaTech)
Cc: Munn, Aaron (SAO); Tenny, Sam (SAO); Varakantham, Sudheer (SAO)
Subject: RE: Drupal Releases Security Advisory for Drupal Core
Date: Thursday, January 18, 2024 2:25:00 PM



Great! Thanks for the confirmation.
 
Thanks,
 
Kevin Beshears
 
From: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov> 
Sent: Thursday, January 18, 2024 2:21 PM
To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Hi Kevin!
 
Yes, SAO is on  right now. The security vulnerability only applies to sites that actively use the Comment
module. SAO does not utilize this module, so even if it were still on , it would be safe.
 
Thanks for the email and check in.
 
-Dan
 
Dan Heisel
Washington Technology Solutions
Web Developer, Lead
Web Services
(360)-407-8652 | Office
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email account may be
subject to public disclosure.



 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Hi Dan,
 
What version of Drupal does sao.wa.gov use? It looks like a security vulnerability has been found for Drupal
versions 
 
Looking at the site, it appears that  is currently being used, which would mean that the site is NOT
affected by the security vulnerability, but I wanted to confirm with you.
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Thanks,
 
Kevin Beshears
 
From: Tenny, Sam (SAO) <tennys@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:13 PM
To: Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>; Beshears, Kevin (SAO)
<kevin.beshears@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Happy Thursday Gentlemen,
 
Can one of you reach out to Aaron and work with him to make sure his concerns are either squashed or
resolved?  See the messages below for context.
 
Thanks,
Sam Tenny
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 8:24 AM
To: Tenny, Sam (SAO) <tennys@sao.wa.gov>
Cc: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>
Subject: Fwd: Drupal Releases Security Advisory for Drupal Core



 
Heads up, Sam.
 
I'll take a look at what we have on our site and see if this impacts us, but I recommend you ask your
team as well on what version we have.
 
See below email.
 
Aaron
 
 
 
 



From: CISA <CISA@messages.cisa.gov>
Sent: Thursday, January 18, 2024 8:13:32 AM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Drupal Releases Security Advisory for Drupal Core
 



External Email
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You are subscribed to Cybersecurity Advisories for Cybersecurity and Infrastructure Security Agency. This
information has recently been updated and is now available.



Drupal Releases Security Advisory for Drupal Core
01/18/2024 11:10 AM EST



 



Drupal released a security advisory to address a vulnerability affecting multiple Drupal core versions. A
cyber threat actor could exploit this vulnerability to cause a denial-of-service condition.



CISA encourages users and administrators to review Drupal security advisory SA-CORE-2024-001 for more
information and apply the necessary update.



This product is provided subject to this Notification and this Privacy & Use policy.



Having trouble viewing this message? View it as a webpage. 



You are subscribed to updates from the Cybersecurity and Infrastructure Security Agency (CISA)
Manage Subscriptions  |  Privacy Policy  |  Help



Connect with CISA: 
Facebook  |  Twitter  |  Instagram  |  LinkedIn  |   YouTube



This email was sent to munna@sao.wa.gov using GovDelivery Communications Cloud, on behalf of: Cybersecurity and
Infrastructure Security Agency · 707 17th St, Suite 4000 · Denver, CO 80202
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From: Munn, Aaron (SAO)
To: Beshears, Kevin (SAO)
Cc: Tenny, Sam (SAO); Varakantham, Sudheer (SAO)
Subject: RE: Drupal Releases Security Advisory for Drupal Core
Date: Thursday, January 18, 2024 2:31:31 PM



Thank you, Kevin.
 
Fantastic news.  And I really appreciate jumping on this asap. 
 
We approach security concerns to our ‘exposed systems” with additional vigilance.
 
Again, thank you!
 
Aaron
 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Great! Thanks for the confirmation.
 
Thanks,
 
Kevin Beshears
 
From: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov> 
Sent: Thursday, January 18, 2024 2:21 PM
To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Hi Kevin!
 
Yes, SAO is on  right now. The security vulnerability only applies to sites that actively use the Comment
module. SAO does not utilize this module, so even if it were still on , it would be safe.
 
Thanks for the email and check in.
 
-Dan
 
Dan Heisel
Washington Technology Solutions
Web Developer, Lead
Web Services
(360)-407-8652 | Office
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email account may be
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subject to public disclosure.



 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Hi Dan,
 
What version of Drupal does sao.wa.gov use? It looks like a security vulnerability has been found for Drupal
versions 
 
Looking at the site, it appears that is currently being used, which would mean that the site is NOT
affected by the security vulnerability, but I wanted to confirm with you.
 
Thanks,
 
Kevin Beshears
 
From: Tenny, Sam (SAO) <tennys@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:13 PM
To: Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>; Beshears, Kevin (SAO)
<kevin.beshears@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Happy Thursday Gentlemen,
 
Can one of you reach out to Aaron and work with him to make sure his concerns are either squashed or
resolved?  See the messages below for context.
 
Thanks,
Sam Tenny
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 8:24 AM
To: Tenny, Sam (SAO) <tennys@sao.wa.gov>
Cc: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>
Subject: Fwd: Drupal Releases Security Advisory for Drupal Core



 
Heads up, Sam.
 
I'll take a look at what we have on our site and see if this impacts us, but I recommend you ask your
team as well on what version we have.
 
See below email.
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Aaron
 
 
 
 



From: CISA <CISA@messages.cisa.gov>
Sent: Thursday, January 18, 2024 8:13:32 AM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Drupal Releases Security Advisory for Drupal Core
 



External Email



You are subscribed to Cybersecurity Advisories for Cybersecurity and Infrastructure Security Agency. This
information has recently been updated and is now available.



Drupal Releases Security Advisory for Drupal Core
01/18/2024 11:10 AM EST



 



Drupal released a security advisory to address a vulnerability affecting multiple Drupal core versions. A
cyber threat actor could exploit this vulnerability to cause a denial-of-service condition.



CISA encourages users and administrators to review Drupal security advisory SA-CORE-2024-001 for more
information and apply the necessary update.



This product is provided subject to this Notification and this Privacy & Use policy.



Having trouble viewing this message? View it as a webpage. 



You are subscribed to updates from the Cybersecurity and Infrastructure Security Agency (CISA)
Manage Subscriptions  |  Privacy Policy  |  Help



Connect with CISA: 
Facebook  |  Twitter  |  Instagram  |  LinkedIn  |   YouTube



This email was sent to munna@sao.wa.gov using GovDelivery Communications Cloud, on behalf of: Cybersecurity and
Infrastructure Security Agency · 707 17th St, Suite 4000 · Denver, CO 80202
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From: Beshears, Kevin (SAO)
To: Munn, Aaron (SAO)
Cc: Tenny, Sam (SAO); Varakantham, Sudheer (SAO)
Subject: RE: Drupal Releases Security Advisory for Drupal Core
Date: Thursday, January 18, 2024 2:33:00 PM



No problem! Happy to help.
 
Thanks,
 
Kevin Beshears
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:31 PM
To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Thank you, Kevin.
 
Fantastic news.  And I really appreciate jumping on this asap. 
 
We approach security concerns to our ‘exposed systems” with additional vigilance.
 
Again, thank you!
 
Aaron
 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 2:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Great! Thanks for the confirmation.
 
Thanks,
 
Kevin Beshears
 
From: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov> 
Sent: Thursday, January 18, 2024 2:21 PM
To: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: RE: Drupal Releases Security Advisory for Drupal Core



 
Hi Kevin!
 
Yes, SAO is on right now. The security vulnerability only applies to sites that actively use the Comment[12]
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module. SAO does not utilize this module, so even if it were still on 10.1.7, it would be safe.
 
Thanks for the email and check in.
 
-Dan
 
Dan Heisel
Washington Technology Solutions
Web Developer, Lead
Web Services
(360)-407-8652 | Office
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email account may be
subject to public disclosure.



 



From: Beshears, Kevin (SAO) <kevin.beshears@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:25 PM
To: Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>
Cc: Munn, Aaron (SAO) <munna@sao.wa.gov>; Tenny, Sam (SAO) <tennys@sao.wa.gov>; Varakantham, Sudheer
(SAO) <sudheer.varakantham@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Hi Dan,
 
What version of Drupal does sao.wa.gov use? It looks like a security vulnerability has been found for Drupal
versions .
 
Looking at the site, it appears that  is currently being used, which would mean that the site is NOT
affected by the security vulnerability, but I wanted to confirm with you.
 
Thanks,
 
Kevin Beshears
 
From: Tenny, Sam (SAO) <tennys@sao.wa.gov> 
Sent: Thursday, January 18, 2024 1:13 PM
To: Varakantham, Sudheer (SAO) <sudheer.varakantham@sao.wa.gov>; Beshears, Kevin (SAO)
<kevin.beshears@sao.wa.gov>
Subject: FW: Drupal Releases Security Advisory for Drupal Core



 
Happy Thursday Gentlemen,
 
Can one of you reach out to Aaron and work with him to make sure his concerns are either squashed or
resolved?  See the messages below for context.
 
Thanks,
Sam Tenny
 
From: Munn, Aaron (SAO) <munna@sao.wa.gov> 
Sent: Thursday, January 18, 2024 8:24 AM



[12]
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To: Tenny, Sam (SAO) <tennys@sao.wa.gov>
Cc: Marquardt, Shaun (SAO) <shaun.marquardt@sao.wa.gov>; Stevens, Jenn (SAO) <jenn.stevens@sao.wa.gov>
Subject: Fwd: Drupal Releases Security Advisory for Drupal Core



 
Heads up, Sam.
 
I'll take a look at what we have on our site and see if this impacts us, but I recommend you ask your
team as well on what version we have.
 
See below email.
 
Aaron
 
 
 
 



From: CISA <CISA@messages.cisa.gov>
Sent: Thursday, January 18, 2024 8:13:32 AM
To: Munn, Aaron (SAO) <munna@sao.wa.gov>
Subject: Drupal Releases Security Advisory for Drupal Core
 



External Email



You are subscribed to Cybersecurity Advisories for Cybersecurity and Infrastructure Security Agency. This
information has recently been updated and is now available.



Drupal Releases Security Advisory for Drupal Core
01/18/2024 11:10 AM EST



 



Drupal released a security advisory to address a vulnerability affecting multiple Drupal core versions. A
cyber threat actor could exploit this vulnerability to cause a denial-of-service condition.



CISA encourages users and administrators to review Drupal security advisory SA-CORE-2024-001 for more
information and apply the necessary update.



This product is provided subject to this Notification and this Privacy & Use policy.



Having trouble viewing this message? View it as a webpage. 



You are subscribed to updates from the Cybersecurity and Infrastructure Security Agency (CISA)
Manage Subscriptions  |  Privacy Policy  |  Help
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Connect with CISA: 
Facebook  |  Twitter  |  Instagram  |  LinkedIn  |   YouTube



This email was sent to munna@sao.wa.gov using GovDelivery Communications Cloud, on behalf of: Cybersecurity and
Infrastructure Security Agency · 707 17th St, Suite 4000 · Denver, CO 80202
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From: Laska, Erin (SAO)
To: Fox, Stevens (WaTech)
Cc: Wilson, Karen (SAO)
Subject: RE: Legislative risk and compliance report assistance request
Date: Thursday, January 18, 2024 12:55:00 PM
Attachments: image001.png



image002.png



Good afternoon, Stevens, if this is what you needed may I delete from the SAOShare? Just
checking in
 
From: Laska, Erin (SAO) 
Sent: Tuesday, December 12, 2023 8:31 AM
To: Fox, Stevens (WaTech) <stevens.fox@watech.wa.gov>
Cc: Wilson, Karen (SAO) <wilsonk@sao.wa.gov>
Subject: RE: Legislative risk and compliance report assistance request
 
Good morning, Steve
 
Is this what you are looking for?
 



 Grant Information Request
 
~ Erin
 



From: Fox, Stevens (WaTech) <stevens.fox@watech.wa.gov> 
Sent: Monday, December 11, 2023 6:54 AM
To: Laska, Erin (SAO) <laskae@sao.wa.gov>
Cc: Wilson, Karen (SAO) <wilsonk@sao.wa.gov>
Subject: RE: Legislative risk and compliance report assistance request
 
Erin,
 
I recall you shared a summary of audit findings earlier this year in connection with the SLCGP grant. 
The email retention process has since deleted that email.  Can you resend it?
 
What I seek is a list of either finding associated with either weak controls or non-compliance with
OCIO 141.10.  I can then map those findings to CIS Control deficiencies.  I can use this information to
identify potential threat scenarios that target those deficiencies.
 
Thanks,
 
Stevens
 



From: Wilson, Karen (SAO) <wilsonk@sao.wa.gov> 
Sent: Tuesday, December 5, 2023 8:43 AM
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To: Fox, Stevens (WaTech) <stevens.fox@watech.wa.gov>; Laska, Erin (SAO) <laskae@sao.wa.gov>
Cc: Zee, Samantha (WaTech) <samantha.zee@watech.wa.gov>
Subject: RE: Legislative risk and compliance report assistance request
 
Hi Stevens and Samantha,
We do not do any statewide comparison of attestation audits as each is an individual contract and
results are between the agency and WaTech for consideration and resolution.
 
For our audits where we issue our opinions we find that most agencies don’t have formalized or
current risk assessments to identify risks and potential mitigations so we don’t get to review those
for risks identified.
 
I’m not completely sure I answered your question but will be on the call Friday if you need to
redirect me to what you are looking for.
 



   
Karen Wilson, CPA, CISA
IT Systems Program Manager



 
 



From: Fox, Stevens (WaTech) <stevens.fox@watech.wa.gov> 
Sent: Monday, December 4, 2023 5:40 AM
To: Laska, Erin (SAO) <laskae@sao.wa.gov>; Wilson, Karen (SAO) <wilsonk@sao.wa.gov>
Cc: Zee, Samantha (WaTech) <samantha.zee@watech.wa.gov>
Subject: Legislative risk and compliance report assistance request
 
Erin and Karen,
 
I am working on a legislative report associated with RCW 43.105.450(7)(c),
 
"On an annual basis, the office of cybersecurity must provide a confidential report to the governor
and appropriate committees of the legislature identifying and describing the cybersecurity risk or
failure to comply with the office of cybersecurity's security policy or implementing cybersecurity
standards and policies, as well as the agency's plan to resolve such failure or risk. Risks that are not
mitigated are to be tracked by the office of cybersecurity and reviewed with the governor and the
chair and ranking member of the appropriate committees of the legislature on a quarterly basis."
 
My assumption is the SAO may be able to provide 2022-2023 audit-based insights on compliance
gaps and any related risks.  Samantha Zee may be able to provide insights from audit-related waiver
requests.
 
I will engage with CISA to get some vulnerability and threat intelligence to enhance my data set.  Let
me know if you know of some information sources I should consider.
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Thanks,
 
 
Stevens F. Fox, MBA, CISSP, CISA, CISM, GDPR Practitioner
Washington Technology Solutions
Deputy CISO, Policy and Program Management
360-480-6771 | Mobile 
Mailstop 41501 
1500 Jefferson Street SE | Olympia, WA 98504-1501
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email
account may be subject to public disclosure.
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From: Carter, Mike (SAO)
To: Liu, Joseph (WaTech)
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-



findings-and-12-billion-questioned-summary-saos-audit-washingtons-federal-spending
Date: Thursday, January 18, 2024 10:30:00 AM



Thanks, Joseph. So all future infogram-related posts should be good to go?
-Mike
 
From: Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov> 
Sent: Thursday, January 18, 2024 10:27 AM
To: Carter, Mike (SAO) <mike.carter@sao.wa.gov>
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 
Hi Mike,
The infogram should be working now. There was a patch that needed to be updated.
https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-findings-and-12-billion-
questioned-summary-saos-audit-washingtons-federal-spending
 
Let me know if you need anything else.
Thanks!
 
Joseph Liu | (he/him)
Washington Technology Solutions
Drupal Web Developer
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email
account may be subject to public disclosure.



 



From: noreply@formstack.com <noreply@formstack.com> 
Sent: Thursday, January 18, 2024 9:02 AM
To: WaTech mi Support Center <Support@WaTech.wa.gov>; Darrin, Dina (WaTech)
<dina.darrin@watech.wa.gov>; Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>; Wickstrom,
Wendy (WaTech) <wendy.wickstrom@watech.wa.gov>; Lightfoot, Joshua (WaTech)
<joshua.lightfoot@watech.wa.gov>; Swain, Ryan (WaTech) <ryan.swain@watech.wa.gov>; Lee, Jung
(WaTech) <jung.lee@watech.wa.gov>; Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov>
Subject: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 



External Email
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Formstack Submission For: Website Support Request 
Submitted at 01/18/24 9:02 AM



Your Name: Mike Carter



Email: mike.carter@sao.wa.gov



Phone: (253) 275-8030



Your
Agency,
Office, or
Business
Name:



Office of the Washington State Auditor



Website
Domain or
Link to
Page:



https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-
findings-and-12-billion-questioned-summary-saos-audit-
washingtons-federal-spending



Details
(What do
you need?):



Hi there,



I stumbled upon a glitch in one of our blog posts that features an
embedded infogram media project, and was hoping you could help
(blog post URL above). The content doesn’t show up and it’s giving an
error message that the ‘the thumbnail dimensions must be greater
than zero.’ (screenshot attached)



This is the only new infogram post we’ve done since we migrated to
Drupal last July, so I’m thinking perhaps something glitched when we
updated to version 10? The other blog posts with infograms created
earlier that migrated over seem to working fine. Thank you.



Regards,
Mike
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Urgency of
Request:



Medium



Upload a
file
(optional):



View File



Create a
Support
Ticket with
the WaTech
Support
Center?:



Yes



Is there
anyone on
the Web
Team who
usually
helps with
your site?:



How do you
rate our
service?:



What can
we do
better?:



Copyright © 2024 Formstack, LLC. All rights reserved. This is a customer service email.



Formstack, 11671 Lantern Road, Suite 300, Fishers, IN 46038





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstofwadeptofenterpriseservices.formstack.com%2Fadmin%2Fdownload%2Ffile%2F15789061928&data=05%7C02%7Cmike.carter%40sao.wa.gov%7Cddebb081747e43b2e8db08dc1852fe43%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638411991930330768%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=wj0Zdjqj1tl9eNSaYmn2w%2B7exzPDgOaZcD32%2BLkA5XE%3D&reserved=0










From: Carter, Mike (SAO)
To: Liu, Joseph (WaTech)
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-



findings-and-12-billion-questioned-summary-saos-audit-washingtons-federal-spending
Date: Thursday, January 18, 2024 10:32:00 AM



Awesome – thanks again!
-Mike
 
From: Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov> 
Sent: Thursday, January 18, 2024 10:32 AM
To: Carter, Mike (SAO) <mike.carter@sao.wa.gov>
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 
That’s right. Keep building them the way you are, they should all work.
 
Joseph Liu | (he/him)
Washington Technology Solutions
Drupal Web Developer
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email
account may be subject to public disclosure.



 



From: Carter, Mike (SAO) <mike.carter@sao.wa.gov> 
Sent: Thursday, January 18, 2024 10:31 AM
To: Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov>
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 



Thanks, Joseph. So all future infogram-related posts should be good to go?
-Mike
 
From: Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov> 
Sent: Thursday, January 18, 2024 10:27 AM
To: Carter, Mike (SAO) <mike.carter@sao.wa.gov>
Subject: RE: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 
Hi Mike,
The infogram should be working now. There was a patch that needed to be updated.
https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-findings-and-12-billion-
questioned-summary-saos-audit-washingtons-federal-spending
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Let me know if you need anything else.
Thanks!
 
Joseph Liu | (he/him)
Washington Technology Solutions
Drupal Web Developer
Need help? Contact us through our Customer Portal or 360-586-1000 | 1-855-WaTech1.
Legal Notice: Under Washington's Public Records Act, all emails sent by or to me on this state-owned email
account may be subject to public disclosure.



 



From: noreply@formstack.com <noreply@formstack.com> 
Sent: Thursday, January 18, 2024 9:02 AM
To: WaTech mi Support Center <Support@WaTech.wa.gov>; Darrin, Dina (WaTech)
<dina.darrin@watech.wa.gov>; Heisel, Dan (WaTech) <dan.heisel@watech.wa.gov>; Wickstrom,
Wendy (WaTech) <wendy.wickstrom@watech.wa.gov>; Lightfoot, Joshua (WaTech)
<joshua.lightfoot@watech.wa.gov>; Swain, Ryan (WaTech) <ryan.swain@watech.wa.gov>; Lee, Jung
(WaTech) <jung.lee@watech.wa.gov>; Liu, Joseph (WaTech) <joseph.liu@watech.wa.gov>
Subject: Website Support Request; Mike Carter; https://sao.wa.gov/the-audit-connection-
blog/2023/34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-
federal-spending
 



External Email



Formstack Submission For: Website Support Request 
Submitted at 01/18/24 9:02 AM



Your Name: Mike Carter



Email: mike.carter@sao.wa.gov



Phone: (253) 275-8030



Your
Agency,
Office, or Office of the Washington State Auditor
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Business
Name:



Website
Domain or
Link to
Page:



https://sao.wa.gov/the-audit-connection-blog/2023/34-unresolved-
findings-and-12-billion-questioned-summary-saos-audit-
washingtons-federal-spending



Details
(What do
you need?):



Hi there,



I stumbled upon a glitch in one of our blog posts that features an
embedded infogram media project, and was hoping you could help
(blog post URL above). The content doesn’t show up and it’s giving an
error message that the ‘the thumbnail dimensions must be greater
than zero.’ (screenshot attached)



This is the only new infogram post we’ve done since we migrated to
Drupal last July, so I’m thinking perhaps something glitched when we
updated to version 10? The other blog posts with infograms created
earlier that migrated over seem to working fine. Thank you.



Regards,
Mike



Urgency of
Request:



Medium



Upload a
file
(optional):



View File



Create a
Support
Ticket with
the WaTech
Support
Center?:



Yes



Is there
anyone on





https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fthe-audit-connection-blog%2F2023%2F34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-federal-spending&data=05%7C02%7Cmike.carter%40sao.wa.gov%7C3cbd4afe057c4dbffaa608dc1853c299%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638411995222350410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=40hmcCeJ4Bim3r9ZE%2BnTT0n1zX%2F3LzWDxegMPRWlhoc%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fthe-audit-connection-blog%2F2023%2F34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-federal-spending&data=05%7C02%7Cmike.carter%40sao.wa.gov%7C3cbd4afe057c4dbffaa608dc1853c299%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638411995222350410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=40hmcCeJ4Bim3r9ZE%2BnTT0n1zX%2F3LzWDxegMPRWlhoc%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fthe-audit-connection-blog%2F2023%2F34-unresolved-findings-and-12-billion-questioned-summary-saos-audit-washingtons-federal-spending&data=05%7C02%7Cmike.carter%40sao.wa.gov%7C3cbd4afe057c4dbffaa608dc1853c299%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638411995222350410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=40hmcCeJ4Bim3r9ZE%2BnTT0n1zX%2F3LzWDxegMPRWlhoc%3D&reserved=0


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstofwadeptofenterpriseservices.formstack.com%2Fadmin%2Fdownload%2Ffile%2F15789061928&data=05%7C02%7Cmike.carter%40sao.wa.gov%7C3cbd4afe057c4dbffaa608dc1853c299%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638411995222356620%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=pASP0PFKZM3sJ2aWCvqwYgBa5ReNK0YPPkj4kl5xGmc%3D&reserved=0








the Web
Team who
usually
helps with
your site?:



How do you
rate our
service?:



What can
we do
better?:



Copyright © 2024 Formstack, LLC. All rights reserved. This is a customer service email.



Formstack, 11671 Lantern Road, Suite 300, Fishers, IN 46038













From: Rooney, Keri (SAO)
To: Rose, Al (SAO)
Subject: RE: apology
Date: Thursday, January 18, 2024 2:56:29 PM
Attachments: image002.png



image003.png



Thanks Al!  I appreciate his response.  Very considerate.   K
 



Keri Rooney
Chief of Staff, Office of the Washington State Auditor
(564) 999-0802 | (360) 688-6913 (cell) | www.sao.wa.gov



 
 



From: Rose, Al (SAO) <rosea@sao.wa.gov> 
Sent: Thursday, January 18, 2024 11:18 AM
To: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>
Subject: Fw: apology
 



fyi
 



 



Al Rose



Director of Legal Affairs, Office of the Washington State Auditor



(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov



 



 



From: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Sent: Thursday, January 18, 2024 11:16 AM
To: Rose, Al (SAO) <rosea@sao.wa.gov>
Cc: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>;
Sherrer, Angie (WaTech) <angie.sherrer@watech.wa.gov>; Quimby, Mark (WaTech)
<mark.quimby@watech.wa.gov>
Subject: RE: apology
 
Al,
 
I appreciate your email and want you to know that I appreciate your input and experience in these
matters.  In my roughly 10 years working with the records community, both in our on-prem
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environment and in O365, I have gained a good understanding of the importance of records
management and discovery and the risk of either of these not being done correctly.  I also realize
that my understanding is limited when compared to individuals such as yourself who’s
responsibilities include the implementation and management of these business functions at your
agency while mine is to implement the best available technical solutions to meet your business
needs.
 
I would like to clarify my comments about WaTech’s stance on communication/coordination with
the AG’s office as it seems it may have been unclear.  WaTech has committed to make the AG’s
office aware of enterprise level issues that we believe merit their awareness; not all issues rise to
that level. This communication should be considered secondary to each agency communicating the
issue to their assigned AAG.  To meet this commitment, we have added identified members of the
AG’s office to our Teams channel (eDiscovery and Records User Group), our bi-weekly meetings, and
the email distribution list for the group (WaTech DL eRUG).  This will allow them to hear of issues
and participate in discussions in real time as they are identified and communicated to the
community.
 
I am copying @Quimby, Mark (WaTech) and @Sherrer, Angie (WaTech) on this email to give them
the opportunity to add to or correct the information above as they see fit.
 
Thank you again for your email; it truly is appreciated.
 
Jason Beers | Enterprise Compliance Administrator
Washington Technology Solutions (WaTech)
360.407.8868
jason.beers@watech.wa.gov 
 



From: Rose, Al (SAO) <rosea@sao.wa.gov> 
Sent: Thursday, January 18, 2024 7:41 AM
To: Beers, Jason (WaTech) <jason.beers@watech.wa.gov>
Cc: McCarthy, Pat (SAO) <mccarthyp@sao.wa.gov>; Rooney, Keri (SAO) <rooneyk@sao.wa.gov>
Subject: apology
 
Dear Mr Beers 



 



As you know, I have been attending the Washington State Records and Information Managers’
Forum (WaRIM) “The Forum” for over three years in my capacity as the Director of Legal
Affairs at the Office of the Washington State Auditor (SAO).  I have done this to better
understand the softwares used and how they affect managing records and data.  During this
time, much of the discussion in the Forum has centered around Teams Chat and the Purview
software.  



 



 The State Auditor is committed to open and transparent government.  Effective records
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management and public records request management are key in keeping those commitments to
Washington State Citizens.   



 



SAO relies on your agency, Washington Technology Solutions (WaTech) for enterprise IT
service, support, security and advice.  This includes choosing, implementing, and maintaining
IT systems and software.  SAO depends on WaTech’s service, judgement, skill, and
knowledge in evaluating, selecting, implementing, and troubleshooting software and
equipment.  WaTech’s responsibilities in these areas extend to all state agencies. 



SAO has leaned into adopting Purview.  This software is much more complicated to use than
the previous software.  SAO created an employee position in order to have an expert in the use
of this software.  SAO has spent money on outside training for four employees in order to
better understand and use Purview.  SAO has expended staff time to experiment with and test
Purview to better learn its patterns, glitches, challenges, and anomalies in order to identify the
areas of concern in the program.   



Every two weeks, four SAO employees attend the WaRIM Forum; in an attempt to stay
current with the software; to stay educated about the issues/concerns of other state agencies
and WaTech; and to hear about fixes/workarounds that have been created.  We attend the
forum because SAO knows that when it comes to utilizing systems and software, all
Washington State agencies are interconnected.   



Forum records document the various challenges with the software that state agencies have
discovered/encountered since at least July 2020.  During that time, more issues have arisen
than issues solved by the software designer.  In the past, in the Forum, I have appreciated your
frankness in expressing your thoughts on the vendor’s responsiveness. 



I know that you did not choose the Purview software.  I know that you are not responsible for
the bugs and glitches that have been discovered by various state agencies and by WaTech. 
That these anomalies affect the reliability of and usefulness of the software is not your fault. 
You are not responsible for the fact that, at times, the vendor has been less than responsive in
providing solutions.   I understand that you are not responsible for records management,
litigation, and public records request responsibilities for the various state agencies.  I also
understand that many times you do not create the message, you just pass the message on to the
group. 



In past Forum meetings, I have suggested that WaTech contact its AAG as soon as possible
after an issue arose; particularly issues regarding managing and producing records.  I stressed
that some of these issues impact the entire state government because of the legal and financial
consequences that could flow to the State of Washington.   



In an August 2023 forum meeting, you announced that WaTech’s AAG has been contacted.
 You then shared with the group that the AAG had said that WaTech was to contact the AAG
quickly when issues arose.  That was encouraging to hear.  You then announced to the group
that you (or WaTech) had no intention of “coordinating” these issues and that it was the
responsibility of the various agency records managers to contact the individual AAG’s to
discuss the issues. 



It was at this time I expressed an active disagreement and dissatisfaction with that statement;











and I advocated for WaTech to me more proactive. 



It was the wrong way to express my concerns, both in tone and in place.  Whatever the
frustrations or concerns; even though there was a need for a crucial conversation about your
message; I chose the wrong place and used the wrong tone for delivering the message.  My
tone was wrong, and it interfered with the reception of my message.  I was wrong and I am
sorry. 



 



Al Rose 



 



 



Al Rose



Director of Legal Affairs, Office of the Washington State Auditor



(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov
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From: Rose, Al (SAO)
To: Beers, Jason (WaTech)
Cc: McCarthy, Pat (SAO); Rooney, Keri (SAO)
Subject: apology
Date: Thursday, January 18, 2024 7:40:44 AM
Attachments: Outlook-cid_image0.png



Dear Mr Beers 
 



As you know, I have been attending the Washington State Records and Information Managers’
Forum (WaRIM) “The Forum” for over three years in my capacity as the Director of Legal
Affairs at the Office of the Washington State Auditor (SAO).  I have done this to better
understand the softwares used and how they affect managing records and data.  During this
time, much of the discussion in the Forum has centered around Teams Chat and the Purview
software.  



 



 The State Auditor is committed to open and transparent government.  Effective records
management and public records request management are key in keeping those commitments to
Washington State Citizens.   



 



SAO relies on your agency, Washington Technology Solutions (WaTech) for enterprise IT
service, support, security and advice.  This includes choosing, implementing, and maintaining
IT systems and software.  SAO depends on WaTech’s service, judgement, skill, and
knowledge in evaluating, selecting, implementing, and troubleshooting software and
equipment.  WaTech’s responsibilities in these areas extend to all state agencies. 



SAO has leaned into adopting Purview.  This software is much more complicated to use than
the previous software.  SAO created an employee position in order to have an expert in the use
of this software.  SAO has spent money on outside training for four employees in order to
better understand and use Purview.  SAO has expended staff time to experiment with and test
Purview to better learn its patterns, glitches, challenges, and anomalies in order to identify the
areas of concern in the program.   



Every two weeks, four SAO employees attend the WaRIM Forum; in an attempt to stay
current with the software; to stay educated about the issues/concerns of other state agencies
and WaTech; and to hear about fixes/workarounds that have been created.  We attend the
forum because SAO knows that when it comes to utilizing systems and software, all
Washington State agencies are interconnected.   



Forum records document the various challenges with the software that state agencies have
discovered/encountered since at least July 2020.  During that time, more issues have arisen
than issues solved by the software designer.  In the past, in the Forum, I have appreciated your
frankness in expressing your thoughts on the vendor’s responsiveness. 



I know that you did not choose the Purview software.  I know that you are not responsible for
the bugs and glitches that have been discovered by various state agencies and by WaTech. 
That these anomalies affect the reliability of and usefulness of the software is not your fault. 
You are not responsible for the fact that, at times, the vendor has been less than responsive in
providing solutions.   I understand that you are not responsible for records management,
litigation, and public records request responsibilities for the various state agencies.  I also
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understand that many times you do not create the message, you just pass the message on to the
group. 



In past Forum meetings, I have suggested that WaTech contact its AAG as soon as possible
after an issue arose; particularly issues regarding managing and producing records.  I stressed
that some of these issues impact the entire state government because of the legal and financial
consequences that could flow to the State of Washington.   



In an August 2023 forum meeting, you announced that WaTech’s AAG has been contacted.
 You then shared with the group that the AAG had said that WaTech was to contact the AAG
quickly when issues arose.  That was encouraging to hear.  You then announced to the group
that you (or WaTech) had no intention of “coordinating” these issues and that it was the
responsibility of the various agency records managers to contact the individual AAG’s to
discuss the issues. 



It was at this time I expressed an active disagreement and dissatisfaction with that statement;
and I advocated for WaTech to me more proactive. 



It was the wrong way to express my concerns, both in tone and in place.  Whatever the
frustrations or concerns; even though there was a need for a crucial conversation about your
message; I chose the wrong place and used the wrong tone for delivering the message.  My
tone was wrong, and it interfered with the reception of my message.  I was wrong and I am
sorry. 



 



Al Rose 



 
Al Rose
Director of Legal Affairs, Office of the Washington State Auditor
(564) 999-0805 | (360) 688-6857 (cell) | www.sao.wa.gov
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Code Brief Explanatory Description Statue/Rule/Case 
Personal Information: 


 
[1] 


 
Bank Account Information - Credit card numbers, debit 
card numbers, electronic check numbers, card expiration 
dates, or bank or other financial account numbers, except 
when disclosure is expressly required by or governed by 
other law. 
 
The redacted information is a bank account number. 


 
42.56.230(5) 


[2] Social Security Number of persons who are not public 
employees or public clients.  The Privacy Act of 1974 
evinces Congress’ intent that social security numbers are a 
private concern.   
 
The redacted information is a social security number. 


5 U.S.C. sec. 552(a); 
RCW 42.56.070(1); RCW 
42.56.250(4) 


[3] Personal Information in any files maintained for students in 
public schools, patients or clients of public institutions or public 
health agencies, or welfare recipients; 
 
The redacted information is a personal information. 


RCW 42.56.230(1) 


Employee Information: 
[4] Employee Social Security Number. The Privacy Act of 


1974 evinces Congress’ intent that social security numbers 
are a private concern. 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted item is an employee social security number.                    


5 U.S.C. sec. 552(a); 
RCW 42.56.070(1); 
RCW 42.56.250(4) 


[5] Employee Residential Address 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 


42.56.250(4) 
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telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee address. 
 
 


[6] Employee Personal Wireless Telephone Numbers 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee wireless telephone 
number. 


42.56.250(4) 


[7] Employee Birth Date 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee birth date. 


42.56.250(4) 


[8] Employee Personal Email Address 
 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 


42.56.250(4) 
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numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee email address. 
 


[9] Employee Driver License Number 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is an employee driver license 
number. 
 


42.56.250(4), RCW 
42.56.050, 


[10] Employee Dependent (children or spouse) Names 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 
The redacted information is the name of a dependent child 
or spouse of employee. 


42.56.250(4) 
 


[11] Employee Dependent (children or spouse) Address 
The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal electronic mail 
addresses, social security numbers, driver's license 
numbers, identicard numbers, and emergency contact 
information of employees … of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal electronic mail addresses, social security 
numbers, and emergency contact information of 
dependents of employees … of a public agency. 
 


42.56.250(4) 
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The redacted information is an employee dependent 
address. 
 
 
 


Security: 
[12] Information regarding the infrastructure and security of 


computer and telecommunications networks.  
 
Information may include security passwords, security 
access codes and programs, access codes for secure 
software applications, security and service recovery plans, 
security risk assessments, and security test results to the 
extent that they identify specific system vulnerabilities, and 
other such information the release of which may increase 
risk to the confidentiality, integrity, or availability of agency 
security, information technology infrastructure, or assets. 
 
The redacted information contains security risk 
assessments and test results. 


RCW 42.56.420(1); RCW 
42.56.420(4)  


Applicant Information: 
[13] Employment Applicant’s Name - Applications for public 


employment, including names of applicants, resumes and 
other related materials submitted with respect to an applicant 
are exempt from disclosure. 
 
The redacted information is the applicant’s name. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


[14] Employment Applicant’s Telephone Number - 
Applications for public employment, including names of 
applicants, resumes and other related materials submitted 
with respect to an applicant are exempt from disclosure. 
 
The redacted information is the applicant’s personal 
telephone number. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


[15] Employment Applicant’s Date of Birth - Applications for 
public employment, including names of applicants, resumes 
and other related materials submitted with respect to an 
applicant are exempt from disclosure. 
 
The redacted information is the date of birth. 


RCW 42.56.250(2) and  
RCW 42.56.050. 
 


PUD Records: 
[16] Public Utility & Transportation Exemptions 


 
Residential addresses and phone numbers in public utility 
records. 
 
 
 


42.56.330(2) 
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The information redacted is either a residential address or 
phone number of a PUD client. 
 
 
 
 


Student Information: 
[17] Student Name 


Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s name. 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[18] Student ID/Identifier 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student ID number or other 
number identifier. 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[19] Student Birth Date/Age 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 
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records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s birthdate or age. 
 
 
 


[20] Student Gender 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s gender. 
 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[21] Student Grade 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 
No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s grade. 


 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 


[22] Student Address 
Personal information in any files maintained for students in 
public schools, patients or clients of public institutions or 
public health agencies, or welfare recipients;[RCW 
42.56.230(1)] 
 
20 U.S.Code 1232g(b)(1), states in part: 
 


See RCW 42.56.070(1); 
RCW 42.56.050; RCW 
42.56.230(1); and 20 U.S.C. 
§ 1232g Family education 
and privacy rights. 
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No funds shall be made available under any applicable 
program to any education agency or institution which has a 
policy or practice of permitting the release of education 
records (…) of students without the written consent of their 
parents to any individual, agency, or organization, other … 
 
The redacted information is the student’s home address. 
 


Taxpayer Information: 
[23] Tax Information - RCW 82.32.330 Disclosure of return or 


tax information, states in part:  
 
(1)(c) “Tax Information” states in part, “nothing in this 
chapter requires any person possessing data, material, or 
documents made confidential and privileged by this section 
to deleted information from such data, material, or 
documents so as to permit its disclosure[.]”    
 
(1)(e)  “Taxpayer identity: means the taxpayer’s name, . . . 
or any other information disclosing the identity of the 
taxpayer; (2) Returns and tax information are confidential 
and privileged, and  except as authorized by this section, 
neither the department of revenue nor any other person 
may disclose any return or tax information;  
 
The redacted information is information that would identify 
the taxpayer and is therefore exempt from disclosure. 


RCW 82.32.330; 
RCW 42.56.070(1) 
 


[24] Tax Information. 
 
The redacted information is information that would identify 
the taxpayer and is therefore exempt from disclosure. 
 
The redacted information is either a UBI or TIN number. 


RCW 51.16.070; RCW 
42.56.230; RCW 42.56.250 


Whistleblower Information: 
[25] Whistleblower Information. RCW 42.40.040(2), states in 


part: 
Subject to subsection (5)(c) of this section, the identity or 
identifying characteristics of a whistleblower is confidential 
at all times unless the whistleblower consents to disclosure 
by written waiver or by acknowledging his or her identity in 
a claim against the state for retaliation. 
 
The redacted information contains the name, phone 
number, address or email address, position and or state 
agency name that would reveal the identity of the 
whistleblower.  
 
 


RCW 42.40.040(2);  
RCW 42.56.070(1) 
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[26] Whistleblower Information. RCW 42.40.040(2), states in 
part: 
Subject to subsection (5)(c) of this section, the identity or 
identifying characteristics of a whistleblower is confidential 
at all times unless the whistleblower consents to disclosure 
by written waiver or by acknowledging his or her identity in 
a claim against the state for retaliation. 
 
The redacted information contains information that is 
specific enough to reveal the identity of the whistleblower. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


[27] Witness Information. RCW 42.40.040(2), states in part: 
In addition, the identity or identifying characteristics of any 
person who in good faith provides information in an 
investigation under this section is confidential at all times, 
unless the person consents to disclosure by written waiver 
or by acknowledging his or her identity as a witness who 
provides information in an investigation. 
 
The redacted information contains the name, phone 
number, address or email address, position and or state 
agency name that would reveal the identity of a witness. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


[28] Witness Information. RCW 42.40.040(2), states in part: 
In addition, the identity or identifying characteristics of any 
person who in good faith provides information in an 
investigation under this section is confidential at all times, 
unless the person consents to disclosure by written waiver 
or by acknowledging his or her identity as a witness who 
provides information in an investigation. 
 
The redacted information contains information that is 
specific enough to reveal the identity of the witness. 


RCW 42.40.040(2);  
RCW 42.56.070(1) 


Attorney/Client: 
[29] Attorney Client Privilege. 


 
Communication from attorney to client for the purpose of 
providing legal advice. Alternatively, communications from 
client to attorney for the purpose of obtaining legal advice. 
 
The redacted information is legal advice. 


RCW 42.56.070(1); RCW 
5.60.060(2)(a) 


Miscellaneous: 
[30] 


 
 


Employment and licensing. 
 
(4) The following information held by any public agency in 
personnel records, public employment related records, 
volunteer rosters, or included in any mailing list of 
employees or volunteers of any public agency: Residential 
addresses, residential telephone numbers, personal 
wireless telephone numbers, personal email addresses, 


RCW 42.56.250(4) 
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social security numbers, driver's license numbers, 
identicard numbers, and emergency contact information of 
employees or volunteers of a public agency, and the 
names, dates of birth, residential addresses, residential 
telephone numbers, personal wireless telephone numbers, 
personal email addresses, social security numbers, and 
emergency contact information of dependents of 
employees or volunteers of a public agency.  
 
The redacted information contains identifying information 
such as identicard numbers. 
 


[31] Vehicle Registration Information. 
 
Each agency, in accordance with published rules, shall 
make available for public inspection and copying all public 
records, unless the record falls within the specific 
exemptions of subsection (8) of this section, this chapter, or 
other statute which exempts or prohibits disclosure of 
specific information or records. To the extent required to 
prevent an unreasonable invasion of personal privacy 
interests protected by this chapter, an agency shall delete 
identifying details in a manner consistent with this chapter 
when it makes available or publishes any public record; 
however, in each case, the justification for the deletion shall 
be explained fully in writing. 
 
The redacted information contains all information listed on 
a vehicle registration. 
 


18 U.S.C. §§2721,272(3); 
RCW 42.56.070(1) 
 


[32] Vessel Information. 
 
Disclosure of names and addresses of individual vehicle 
and vessel owners. 
 
 
The redacted information contains all information listed on 
a vessel registration. 
 


RCW 42.12.635 


[33] Investigative, law enforcement, and crime victims. 
Information revealing the identity of persons who are 
witnesses to or victims of crime or who file complaints with 
investigative, law enforcement, or penology agencies, other 
than the commission, if disclosure would endanger any 
person's life, physical safety, or property. 
 
The redacted information contains any information 
revealing the persons involved. 


RCW 42.56.240(2) 
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[34] Agency party to controversy. 
 
Records that are relevant to a controversy to which an 
agency is a party but which records would not be available 
to another party under the rules of pretrial discovery for 
causes pending in the superior courts are exempt from 
disclosure under this chapter. 
 
 
The communications involve an active lawsuit and are 
communications from the Attorney General’s Office. 


RCW 42.56.290 


[35] Invasion of Privacy. 


A person's "right to privacy," "right of privacy," "privacy," or 
"personal privacy," as these terms are used in this chapter, 
is invaded or violated only if disclosure of information about 
the person: (1) Would be highly offensive to a reasonable 
person, and (2) is not of legitimate concern to the public. 
The provisions of this chapter dealing with the right to 
privacy in certain public records do not create any right of 
privacy beyond those rights that are specified in this 
chapter as express exemptions from the public's right to 
inspect, examine, or copy public records. 
 


The redacted information would be an invasion of privacy. 


RCW 42.56.050 


 DSHS Client Records  
[36] Client Name.  


 
In addition, a DSHS Client file contains information 
protected by Health Insurance Portability and Accountability 
Act of 1996 (HIPAA) which must be de-identified pursuant 
to 45 CFR 164.514(b)(2)(i)(A). 
 
The redacted information is a DSHS client name. 


RCW 42.56.230(1), RCW 
74.04.060(1), RCW 
42.56.070(1), and 42 
U.S.C. 1320d - d-9. 


[37] Client Phone Number.   


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a DSHS client Phone #. 


RCW 74.04.060(1), RCW 
42.56.070(1), RCW 
42.56.230(1); and 42 
U.S.C. 1320d - d-9. 


[38] Client Address.   RCW 74.04.060(1), RCW 
42.56.070(1), RCW 
42.56.230(1); and 42 
U.S.C. 1320d - d-9. 
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In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a DSHS client Address. 


[39] Client Social Security Number.   


Social security account numbers and related records (tax 
ID numbers) that are obtained or maintained by authorized 
persons under law are confidential and no authorized 
person shall disclose any social security account number or 
related record (tax ID numbers)  
 
The redacted information is a client Social Security number. 


42 USC § 
405(c)(2)(C)(viii)(l); RCW 
42.56.070(1)  
 


[40] Client Date of Birth.   


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


 
The redacted information is a client DOB. 


RCW 74.04.060(1), 
RCW 42.56.070(1), 
RCW 42.56.230(1); and 
42 U.S.C. 1320d - d-9. 


[41] Client ID #. 


In addition, a client file contains information protected by 
HIPAA which must be de-identified pursuant to 45 CFR 
164.514(b)(2)(i)(G). 


The redacted information is a client ID # 


RCW 74.04.060(1), 
RCW 42.56.070(1), 
RCW 42.56.230(1); and 
42 U.S.C. 1320d - d-9. 


Contracting: 
[42] Competitive bidding—Written protests—Notice of 


contract execution. 


(1) Within two business days of the bid opening on a public works project that is 
the subject of competitive bids, the municipality must provide, if requested by a 
bidder, copies of the bids the municipality received for the project. The 
municipality shall then allow at least two full business days after providing bidders 
with copies of all bids before executing a contract for the project. Intermediate 
Saturdays, Sundays, and legal holidays are not counted. 


(2) When a municipality receives a written protest from a bidder for a public works 
project that is the subject of competitive bids, the municipality must not execute a 
contract for the project with anyone other than the protesting bidder without first 
providing at least two full business days' written notice of the municipality's intent 
to execute a contract for the project; provided that the protesting bidder submits 
notice in writing of its protest no later than: 


(a) Two full business days following bid opening, if no bidder requested 
copies of the bids received for the project under subsection (1) of this section; or 


RCW 39.04.105 
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(b) Two full business days following when the municipality provided 
copies of the bids to those bidders requesting bids under subsection (1) of this 
section. Intermediate Saturdays, Sundays, and legal holidays are not counted. 


 
The redacted information is vendor proprietary information. 


[43] Financial, Commercial and Proprietary Information. 


The redacted information is vendor proprietary information. 


RCW 42.56.270(11)(a) 


 






