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SAOShare First Access Instructions 1.pdf

(This is just the cover letter for your request with us, the attachments are too
large to be sent as normal email attachments. We are sending the documents
via SAO Share, you should receive an email invitation message from the system
in about an hour on how to obtain the records. If you don’t receive an email
invitation, check your SPAM/Junk folder. We have attached the SAO Share
instructions, as well. Please let me know if you have any problems).

Dear Mr. Nixon,

The Office of the Washington State Auditor has completed our response to your public
records request sent in via email, as follows:

Pursuant to RCW 42.56, | request the following records from the State
Auditor’s Office (SAO):
1. Al Inputs and Outputs
o All records consisting of prompts, inputs, queries, or
requests entered by SAO staff into any Artificial Intelligence (Al)
system (including but not limited to ChatGPT, Microsoft Copilot,
Anthropic Claude, or other generative Al tools).
o All records consisting of the outputs, responses, or generated
text returned by those Al systems to SAO staff.
2. Scope Limitations
o Please limit this request to records created or received between
January 1, 2024 and the present.
o Please further limit this request to the following divisions and
staff functions:
= Communications / Public Affairs
= Public Records Office
= Performance Audit teams
= Executive or Administrative Assistants serving the State
Auditor or Deputy Auditors
= SAO Legal Counsel and the Legal Affairs Division

In response, we have sent a link to all the responsive records found to fulfill your
request with us. We will now consider this closed. SAO does not intend to further
address the request, and the PRA's one-year statute of limitations to seek judicial
review has started to run as of the date of this letter. Please contact us within 30 days

by e-mail at PublicRecords@sao.wa.gov, if you have any questions.

Sincerely,


mailto:leiderm@sao.wa.gov
mailto:ivedunnit@gmail.com





Welcome to the SAQ’s SAOShare system for safe, simple and secure data exchange and collaboration.
These instructions will help you access the specific SAOShare site that has been shared with you. This
process includes an account verification and multi-factor authentication for SAO login into the system.

1. Open the email from SAOShare:

@ SAOshare

Greetings,

This email has the links you need to access your government's
dedicated "share space” in the SAOShare system - a Microsoft-
based tool for sharing audit data and collaborating with your
audit team.

First, follow this link to accept your invitation and activate
access:

Access Link URL

(This link will expire after a certain period of time. Please
contact your audit team if you receive a notice that the invitation redemption failed.)
Once your access is activated, you will be redirected to the "share space” just
for your government. Please note that it may take 45 minutes before you
have access to the shared space.

Thank you for using SAO’'s SecureShare!
The Office of the Washington State Auditor

team

https://sao.wa.gov/about-audits/find-your-audit-team/

2. Click Send Code:

>y

SR o com

Sign in
We'll send a code to \HNNRg®icloud.com

to sign you in.

end code





3. Enter the code received:

Washington State Executive Branch Agencies

To access Washington State Executive Branch Agencies's apps and resources, please use
the code below for account verification. The code will only work for 30 minutes.

Account verification code:

23754499

If you didn't request a code, you can ignore this email.

4. Review permissions required:

G gail.com

Review permissions

Washington State Executive Branch Agencies
StateofWA.onmicrosoft.com

This resource is not shared by Microsoft.

The organization Washington State Executive
Branch Agencies would like to:

v Signyouin
v Read your name, email address, and photo

You should only accept if you trust Washington State Executive
Branch Agencies. By accepting, you allow this organization to
access and process your data to create, control, and administer
an account according to their policies. Washington State
Executive Branch Agencies has not provided a link to their
privacy statement for you to review. Washington State
Executive Branch Agencies may log information about your
access. You can remove these permissions at
https://myapps.microsoft.com/StateofWA.onmicrosoft.com





5. Setting up MFA (multi-factor authentication)

G cloud.com
More information required

Your organization needs more information to keep
your account secure

Use a different account
Learn more

Next

Welcome to the State of Washington’s Microsoft
Office 365 tenant service, managed by Washington
Technology Solutions (WaTech). If you require
assistance, please contact your agency’s IT support
desk.

Keep your account secure

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Mext".

| want to use a different authenticator app

w set up a different method






1.

You can choose to use the authenticator app or you can
receive a call/sms (skip to page 7).

Set up an authenticator app as a two-step verification method

You can set up an authenticator app to send a notification to your mobile device or to
send you a verification code as your security verification method. You aren't required to
use the Microsoft Authenticator app, and you can select a different app during the set
up process. However, this article uses the Microsoft Authenticator app.

Important: Before you can add your account, you must download and install the Microsoft Authenticator
app. If you haven't done that yet, follow the steps in the Download and install the app article.

Note: If the Mobile app option is grayed out, it's possible that your organization doesn't allow you to use

an authentication app for verification. In this case, you'll need to select another method or contact your
administrator for more help.

Set up the Microsoft Authenticator app to send notifications

On the Additional security verification page, select Mobile app from the Step 1: How
should we contact you area.

2. Select Receive notifications for verification from the How do you want to use the

mobile app area, and then select Set up.





2= Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobite app ¥

—How do you want to use the mobile app?

®  Receive notifications for verification

Use verification code

To use these verification methods, you must set up the Micresoft Authenticator app.

The Configure mobile app page appears.

Configure mobile app
Complete the following steps to configure your mobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or i05

2, In the app, add an account and choose "Work or school account”,

3. Scan the image below.

If you are
Code: 857 634 999

Ur:  https://colpfpad 16.phonefactor.net/pad/648069320

If the app displays a six-digit code, you are done

Next cancel

3. Open the Microsoft Authenticator app, select Add account from the Customize and
control icon in the upper-right, and then select Work or school account.





Note: If you receive a prompt asking whether to allow the app to access your camera (iOS) or to allow the
app to take pictures and record video (Android). select Allow so the authenticator app can access your
camera to take a picture of the QR code in the next step. If you don't allow the camera, you can still set up
the authenticator app as described in Manually add an account to the app.

4. Use your device's camera to scan the QR code from the Configure mobile app screen
on your computer, and then choose Next.

5. Return to your computer and the Additional security verification page, make sure you
get the message that says your configuration was successful, and then select Next. The
authenticator app will send a notification to your mobile device as a test.

6.

Additional security verification

Secure your account by adding phone venfication to your password. View video to know how to secure your account

Step 1: How should we contact you?
Mobile app i

—How do vor
—How do yo

the mobile app? -

Receiv

Use verification code

To use these verification methods, you must set up the Micr

I Mobile app has been configured for notificat

7. On your mobile device, select Approve

8. On your computer, add your mobile device phone number to the Step 3: In case you
lose access to the mobile app area, and then select Next. Microsoft recommends
adding your mobile device phone number to act as a backup if you're unable to access
or use the mobile app for any reason.

9. From the Step 4: Keep using your existing applications area, copy the provided app
password and paste it somewhere safe.





B® Microsoft donislle@contosacom | 2

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 3: Keep using your existing applications

Note: For information about how to use the app password with your older apps, see Manage app
passwords. You only need to use app passwords if you're continuing to use older apps that don't support
two-factor verification.

Select Done.

You are now able to log into SAOShare.

If you prefer not to use the Microsoft Authenticator App, then you can choose
mobile or office phone number. You may choose a text or audio message to your
mobile phone while your office number will only accept audio calls.

Set up your mobile device to use a text message as your verification method

On the Additional security verification page, select Authentication phone from
the Step 1: How should we contact you area, select your country or region from the
drop-down list, and then type your mobile device phone number.





2. Select Send me a code by text message from the Method area, and then select Next.

=. Microsoft danielle@contoso.com | 2

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 2: We've sent a text message to your phone at +1 1234567890
When you receive the verification code, enter it here

E.KH}ZXHl_

3. Type the verification code from the text message sent from Microsoft into the Step 2:
We've sent a text message to your phone area, and then select Verify.

=. Microsoﬂ danielle@contoso.com | ?

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications

In some apps, like Outlook, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps, you'll need to create a new "app
password” to use in place of yaur work or schoo! account password, Learn mare

Get started with this app password:

XIOCOORONCEKNNE rE

4. From the Step 3: Keep using your existing applications area, copy the provided app
password and paste it somewhere safe.

Note: For information about how to use the app password with your older apps, see Manage app
passwords. You only need to use app passwords if you're continuing to use older apps that don't support
two-factor verification.





5. Select Done.






Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 (find me anywhere via Teams)

Let us help you improve your cyber health: #BeCyberSmart.



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.sao.wa.gov%2F&data=05%7C02%7Cleiderm%40sao.wa.gov%7C542f5f97ce0641e0992508dc5fd9411a%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638490633903233880%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=BggDxkN5VQWJHVnziPwKyI619SftFcUktqN3p2DPy9k%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsao.wa.gov%2Fimproving-government%2Fbecybersmart&data=05%7C02%7Cleiderm%40sao.wa.gov%7C542f5f97ce0641e0992508dc5fd9411a%7C11d0e217264e400a8ba057dcc127d72d%7C0%7C0%7C638490633903246935%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=rqTw5Bo7Kn%2B%2FxoYlVhwNTVlIPAdnW8Ig4BpWB9zq4DQ%3D&reserved=0

